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AOANTUBHA IHOOPMALIMHA TEXHONOISA BUABNIEHHSA
TPOAHCBLKUX NMPOrPAM B KOMITIOTEPHUX CUCTEMAX

Oner CaBeHko, Ceprin JluceHko

XMeNbHUIbKUI HAI[IOHAIBHUHN YHIBEPCUTET,
By [HCTHTYTCEKA 11, 29016 XMenpHUIBKHUH, YKpaiHa
e-mail: kism@beta.tup.km.ua, sirogyk@ukr.net

Pe3tome: Po3pobreno adanmusHy iHGOpMayiliiHy MexHON02il0 UABNIEHHA MPOAHCLKUX NPOSPAM 6 KOMN TOMEpHUX
cucmemax, cymo Kol nois2ae y GUKOPUCMAHHI HOBEJIHKOBUX MoOeell KAACi8 MPOSHCbKUX NPO2PAM, 8IOMIHHICIIO AKOT
810 GIOOMUX € me, WO npoyec GUABIeHHS He nompebye nobydosu 6az cueHamyp, 0ae Moy GUAGISMU HOBI Hegi0OMI
MPOAHCLKI Npocpamu ma nioguyye 00Cmosipuicmy i epekmugnicms npoyecy UA6IeHHA.

KoarouoBi cioBa: mposnceka npocpama, adanmuena iHopmayiting mexHoao02is, HCUMMEBUI YUKT MPOSHCLKOL
npozpamu, Hedyimxul 102i4HULl BUCHOBOK, WMYYHI IMYHHI CUCMeMU, AHMUBIPYCHUL CKAHep, AHMUBIPYCHULL MOHIMOP.

ADAPTIVE INFORMATION TECHNOLOGY OF THE TROJAN’ DETECTION
IN COMPUTER SYSTEMS
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Abstract: Adaptive information technology of computer systems Trojans diagnosing, which includes methods of
diagnosing computer systems in monitor and scanner modes and allows improving reliability and efficiency, is
developed. It is based on the behavioral model and the model of diagnosis. Computer system Trojan diagnosis software,
which made it possible to detect the new Trojans with high reliability and efficiency, was developed.
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BCTYN TII 3HaxoaaTh HOBI criocoOu ix morpamistaas B KC,
3aCTOCOBYIOTh MAacCKyBaHHS Bim aHTHBipycHOro 113,
BIOCKOHAMOWOTE kox TII. B cBowo  uepry
PO3pPOOHUKH AHTHBIPYCHOT'O 113 MOCTIIHO
BIOCKOHAIIOIOTH iH(hopMariiiHi TEXHOJIOTIT
niarnocryBanHs: KC, OHOBIIOIOTh aHTHBIpYCHI 0a3H,
3aCTOCOBYIOThH CydacHI MexaHi3mu BusBiaeHH: [II13.
[Ipore HasBHI (akTH BUKpaAeHHS KOH(DIIEHIIHHOT
iHpopmanii Ta 3IiHCHEHHS AECTPYKTHBHUX il B
KC, B sxomy BcTaHoBieHe aHTHBipycHe II3,
CBiTY4aTh TPO HENONIKH BIIOMHX TEXHOIOTIN
BusiBiieHHs TI1 B KC, siki opieHTOBaHI Ha BUSBIICHHS

O06’ennanns  komm totepHux cucteM (KC) B
JIOKaNbHI MEpeXi Ta iX MiIKIIOYeHHS 10 T100aIbHOT
Mepexi Internet cTBoproe mpoGiemMu, 1MoB’s3aHi 3 iX
GbyHKIiOBaHHSIM Ta BHKOpuCTaHHSAM. Cepen HHUX
BaroMe Micle 3aiiMae IIKJIUBE TMPOTPaMHE
3abesneuenns  (II13), sxke mpPU3BOOUTH IO
HEMPaBUILHOTO (PYHKI[IOHYBAHHS MPOrPaMHOTO Ta
amapaTHoOro 3a0e3rneueHHs. AHaNi3 CUTYyalii 11010
IIIT3 moka3ye iHTEHCHMBHE 3POCTAHHS YHUCEIHHOCTI
Tposiucbkux mporpam (TII), 3MaTHUX BUKOHYBaTH B
KC nmecrpyktuBHi a6o mikiamusi faii. Po3poOHukm
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Bigzomux TII, Ta He MNOBHICTIO aJanTOBaHI [0
posnizHaBanHs HOBUX TII.

AHamiz  HaWNOMMpEHIMHMX  iHpOpMaIiifHIX
texHoyorid  (IT) aHTHBIpyCHOTO AiarHOCTYBaHHS
(AJl) KC, sxumMu € curHatypHUW aHali3 i METOJ
KOHTPOJIBHUX CyM, He 3/1aTHi BUsBIATH HOBI TI1, 1m0
CYTTE€BO 3HWXKYE JOCTOBIPHICTH Ta €(QEKTUBHICTH
nmiarHoctyBanua. [T, ski  IpyHTYIOTbcI  Ha
EBPUCTHYHOMY aHali3i, MalOTh BUCOKY HMOBIPHICTB
XUOHMX CrpamioBans [1-3].

AHTHBIpYCHI KOMIaHii yBech 4ac 3aiiMaloThCs
aKTMBHAM BHBYCHHSM IHCTPYMEHTIB 1 METOJIB
npotuii HoBuM Hebe3nekaM. [locTiitHe 301TbIICHHS
mBHAKOCTI BuIycky HoBux BuaiB I3 mocsrim
MEXIi, TIPH AKii 3BHYANHI CUCTEMH OHOBJICHHS IS
MIPOTHUI] BUSABIIIUCH HeocTaTHIME (auB. puc.l) [4].

Bigcathu, %

ESET Sophos  Kaspersky  AVIRA  Microsoft F-Secure Eitdefender Panda Trust]iact"rrtum"l:H

Puc 1. — JocroBipHicTs BusiBiennst Hopux TII

1. MOCTAHOBKA 3A0AMI

HogitHiMu migxogamu 1o aiarnoctyBanHs KC Ha
HasBHICTH HeBimoMmux TII € 3arydeHHS] KOMIIOHEHTIB
mrygHoro intenekty (III). [JouinbHicTh  iX
3aCTOCYBaHHS TOSCHIOETHCS HEBU3HAYCHICTIO 1
npakTiHgHO HedopMaiizoBaHicTio moBeminku TII Ha
BCIX eTamax CBOTO JKHUTTEBOTO LHUKIY, a TaKOX
MOXJIMBICTIO HAJaTU BJIACTHUBOCTI aJalTUBHOCTI
iH(opMaIiiiHiil TEeXHOJOTIi, 32 JOTOMOTOI0 SIKOi €
MOXIIMBMM 37ificHIoBaTH A/l

TakuM 4YHHOM, MOCTa€ 3aaa4ya PO3POOJICHHS
HoBoi IT, sixa 6 maBasa 3MOry BHSBISTH TPOSHCBHKI
nporpamu B KC B pexxumax MOHITOpa Ta CKaHepa.
AHTHBIpYCHHH MOHITOpP TIOBHHEH aHali3yBaTH
MOBENIHKY MPOrpaMHUX O0’€KTiB 1 pobutn
BUCHOBOK mpo HeOesneky iHdikyBanHs KC
TPOSIHCBKMMH ~ TpOTpamMaMu. 3  II€0  METO
JOLITBPHUM € 3ally9eHHS anapaTy HEYiTKOi JIOTIKH.
AHTHBIpYCHHI CKaHEep Ma€ O3BOJMTH 3iHCHIOBATH
ckanyBanHd KC Ha mpeaMer MiAMIHM CHUCTEMHHUX
(haiimiB Ta iHMMX (aiyliB TPOSITHCBKIMH BEpCisiIMH 1
3nificHuTH TepeBipky wimicHocTi maHux KC. [ns
LFOI'0 AOLIFHO BUKOPHCTATH AITOPUTMHU IUTYIHUX
IMYHHHX  CHUCTE€M, IO HazacTb  aJalTUBHOI
XapaKTePUCTUKU nporecy JiarHOCTyBaHHS

KOMIT IOTepHUX crcTeM Ha HasBHICTH TII. Po3pobka
afanTuBHOI 1H(OPMaMiHHOT TEeXHOJOril TOBHHHA
MiJBUINKIA  JIOCTOBIPHICT Ta  ©(EKTHUBHICTh
BUSIBJICHHS TPOstHCBKHX mporpam B KC.

2. NOBEAIHKOBA MO[EIJb
TPOAHCBbKUX NMPOIrPAM

YKurrepuii ukn (OKLI) TII cknamaetses 3 eramis
norparusiHas Ha Bigmaneny KC, akruBizamii Ta
BUKOHAHHS 3aKiajieHnx AecTpyktuBHuX nii TII, Ha
OCHOBI 40OTO PO3POOJICHO X MOBEIIHKOBY MOJECIh

[5]:
M,=(©,8,V,LAff &,Z), (1)

ne ® — MHOXMHA yCiX TPOSHCBKHX Iporpam; S

eraru XKL tpostHcbkoi mporpamu s, €S, i=13;
V= ‘Vmp‘ — Marpuis BigHomens m it TII ta p
HOPTIB MEPEKHUX MPOTOKOIIB; L = |Lab| — MaTpHLs
BigHomens aii a€ A TI i be B crpykrypHux
OMHUIIL omepaiiiHoi cucremu; Aff — QyHKuis,
sKa BHU3HA4Yae B3aeMomiro MK 00’ekramu KC 1 TII

v,, Toni muoxuHa a € Aff(b,v,;) e nabopom

J?

MOXIUBHUX  mik, saxi  TII Vv, 3aBlae 00’ €exTy
(06’extam) b;; & — BigHomenns mix TII ta ii

craHamu, Toai it VE® Tta s €S, BigHOmEHHA
ves o3Hauae, mo TII v mepebyBae B craHi S ;

BiAHOIIEHHS V &S o3Hayae, mo TII v mHe
mepebyBae B craHi S; Z — XapaKTepUCTHUIHI
mapameTpu  BigHomieHs, Z ={z,} — BEKTOp

JNECTPYKTHUBHUX Jii  00’ekTa 3

npioputetHumu Baramu P = {p, }, (z p, =1), mo

HOPMOBAHUMHU

BPaxoOBYIOTh piBeHb ixHbOI HebOesneku ans KC [2].

Takox B moBemiakoBy wmoxens TII BBemeHo
MO3HAYEHHSI —> , CYTh SAKOI'0 IOJISArae y 3aJaHHi
BiJTHOIIICHHSI MI’K TPhOMa TOHATTSIMH, a caMe: SIKIIO
§,—>s

11> TO Zisl a € A CHpUYMHIOE mepexif i3

CTaHy s, B cTaH s,,,. Toai TIL, »kuTTeBuil UK SKOT

Mae yci

V,L
S, > S,

eramnmu,
V.,L

MPOXOJUTh MOXIJIMUBUN IIJIAX:
v,L

>, >S5, ne
V.L : .
§; ———>5,,, 03HAYac MOKJIUBICTb BUIO3MIHEHOTO

K11, xomu, Hanpukian, erarn nmotpamwissaas T11 8 KC
3MIACHIOEThCS HE Mepekero abo eram akTHBizallil

BUKOHY€EThCS  IUIAXOM  HAJIXOKEHHS  CUTHAITY
MEPEXKEI0, a HE JIOKAJIBHO.
Ha ocHoBi moBemiHkOBOi  Mozeni  Oyio
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mooymoBano wMoxeni  TII  kokHOTO  KIacy 3
ypaxyBaHHS iX ocoOmuBocTel Ta (QYHKI[IOHATHLHOTO
HaBaHTaxeHHs. Tak Monenb kinacy Trojan-Backdoor
MaTuMe BHUTJISA:

MGBD - <®BD’ABD’BBD’Wv’]nf:X:Yaz>’ (2)
Ac ®BD
TrOjal’l—Badeoor; A®BD = AéED U AgBD — aii TII,

— MHOXXHHA TPOSIHCBKHX TPOTpaM KIacy

A(;BD - nii TII, mpu moTparuisHHi K01 BinOyBa€eThCsS
CTBOPEHHSI HOBOTO (haiiy, Agw — mii TII, npwu
MOTPAIUIAHHI K0T BiIOYBa€EThCS MiAMiHA CHCTEMHUX
w,ew -
MHOXHHHU BignpasineHux 3 KC ¢aiiniB, musxom
BUKOHaHHS [Jiifi a € A, 1O YTBOPIOE MHOXHUHY
O3HAaK HEBIPHOTO (YHKIIOHYBaHHS CTPYKTYPHHX
OJIMHUIIb ocC KC beri €Byp s

By = {bBDl’bBDZ""?bBDn}; Inf -

inpikyBanas KC; X — BimHOWIEHHS, IO OIHUCYE
pukoHaHHd TII ve® niit ae 4, (V,a)eX, e

(aimiB  TPOSHCHKHMH ~ BEPCisMH;

O3HaKa

Xc®xA; Y — pinHomenns aiii TII a€ A Ta
oc (a,b)eY, ne
Yc AxB; Z — BignomenuaM gii TII a€ A Ta
Gaiinie we W, (a,w)eZ,z[e Z C AXW .

CTPYKTypHHX  OAWHHIb

3. BUABJIEHHA TPOAHCbLKUX
NMPOrPAM B KOMITIOTEPHUX
CUCTEMAX

[lpomec BUSBICHHS TPOSHCHKUX TIPOTpaM B
KOMIT'IOTEpHUX CHCTEMax CKJIagaeTbcd 3 JABOX
HIANPOIIECiB iarHOCTYBaHHS B PEXHMaxX MOHITOpa
Ta ckaHepa. YacTmHM TIpomecy  BHSBIICHHS
TposiHchkux mporpam B KC mosnaueno sk (2,

0={0,0,,0,.Q,,Q..Q.} Ta
A= {Al,Az,A3,A4}.

peKMMI MOHITOpa CKIagaeThes 3 eramiB: € —

A,

HpOI_ICC BUABJICHHA B

BIJICJTIIKOBYBaHHS IOTOKIB, IO 3IIACHIOIOTHCS

uepes cuctemui noptu KC; €2, — BinciiaKoByBaHHs
BUKOHaHHsA cuctemMHux ¢ynknii B KC; Q, -

ONMOKyBaHHA BHMKOHAHHS HPOTpaMHUM 00’ €KTOM
CHUCTEMHHX (QYHKLIH, MiIO3PLIICTh SIKUX BU3HAYCHA
Ha iHmMX eranax npouecy AJl; Q, — dasudikauis B
MEXaX CHCTEMH HEYITKOTO JIOT1YHOI'O BHCHOBKY
(H/IB) nns BBeJCHHS HEUITKOCTI NUISXOM 3aJaHHS
CTyHeHiB mimo3pinocti ¢dyHkmionyBanus I3 Ta
cryneHiB HeOe3neku iHdikyBanua KC; Qg — pobora
MAaIllMHH JIOTIYHOTO BHCHOBKY B MeEXaxX CHCTEMH
HJIB; Q, — BukoHaHHs npouenypu nedaszudikanii B
Mexax cuctemu HJIB nms BH3HaueHHs CTymneHs
HeOe3neKu iHpikyBanHss ~ KC  TposHCBKOIO
nporpamoro.  [lpomec  ckaHyBaHHS  BKJIIOYAE
HacTynHi ertanu: A, — ¢opmyBaHHS Habopy ¢aiinis,
CTBOpEHHSI Habopy
A, -
reHepairisi Habopy maboHiB ¢aiiniB, BimiOpaHUX Ha
MONEPEeAHbOMY €Tall Ta BHMKOHAHHS KOJYyBaHHS
JAHUX y BHM3HaueHoMy (opmati; A, — reHepauis

JIETEeKTOpiB 3rimHO oOpaHOro anroputmy; A, —

ckanyBanHs KC  CHOIBCTaBICHHS — 3aXHICHUX
JIBIHKOBUH MOCITIIOBHOCTEH 00’ €KTIB aHTHUBIPYCHOTO
JiarHOCTyBaHHS 31 3TeHEePOBAaHUMH Ha
MOMEPEIHFOMY €Talll JIETCKTOpaMu. 3 ypaxyBaHHSAM
3BOPOTHHUX 3B’S3KIB MK €TalaMu CXeMy IpoIecy
BusiBiieHHst T11 B KC mpencraBumo Ha puc. 2.

0 HUIAralTb IpoLexypi
3aXWIIEHUX OiHApHUX IOCIiJOBHOCTEH;

b b 0

nponec A1arHocTyBalnHA KC na nagsHICTD
TPOAHCHKUX IIpOI'paAMB pEKHUM1 MOHITOpPA

¢4l ¢5l $6l

Q) Q, Qs Q, Qs Qs —
| | T |

bs| bs, & b

o Al Ay Ay o Ay

npotiec marHocTyBanHsa KC
Ha HASIBHICTL TPOSHCHKUX IPOrpaM B PEKUMI CKaHepa

Puc. 2 — ®opmasnizoBana cxema npoiecy BUsiBJIeHHsI TPosiHcbKuX nporpam B KC.
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s dopmamizamii  BukoHaHHS eTamiB  AJl
po3pobneHo moxens mporecy usiBiieHHs TII B KC
[5] 3 ypaxyBaHHSIM napameTpiB, K1

BHKOPHCTOBYIOThH BUITICBKA3aH] €TAM Y BUTJISIII:

M, =({E.R. My, f,}.{E.H.S.D.E,. f.}) . 3)
ne st eraniB ), —€).: E — MHOXHHA 00’€KTIB

IiarHOCTYBaHHS B P&XHMi MOHiTOpa €, € £, a came
MmHOXHHa Qaitmie KC, mpuuomy ®O€E; R —
pesynbpTytoue umucio R e [0,1], SKe CBIUUTH IPO
cTyminb HebOesmeku iHQiKyBanHS KC TposHCBKOIO
MPOTPaMo0; BIAHOWICHHS & MiXK 00’€KTaMu Ta

cTaHamH, mpu dYoMy mis VeEB® Ta seS;

! 14 .
£, 11T - (yHKuis
niargoctyBanHs KC B pexxumi MOHITOpa, TapaMeTpH
SIKOT 3MIHIOIOTBECS B 3aJIEKHOCTI B1J BXIJHHUX JaHHX,

aJlalTUBHOCTI

ne I - iHopmarrii,

m

HaOlp MiarHOCTHYHOI

I, :<®,V,L,R,> ); I/ — Bektop pe3yibraris

AHTHBIPYCHOTO JiarHOCTyBaHHS,
I = <R1,R2,...,Rn>; I" — wuabip naHuMX 1pO
BHSBIIEHE I3, SIKI 30MparoThCs i

BUKOPHUCTOBYIOThCS B MalOyTHBROMY SIK 3HAaHHS,
1! :<E,R>; st eramis A, —A,: E — MHOXHHA
00’€KTIB  JiarHOCTyBaHHS B

peXkuMi  CkaHepa

e,€E, H — wmuoxuna o6’extiB he H, mo
HiUIATal0Th TPOLEAYpl CKaHyBaHHS Ha TpPEIMeET
MOXJIMBOTO (akTy iX miaMiau; S — MHOXHHA

3aXUIEHUX JBIMKOBUX IOCIigoBHOCcTEH s €S ; D

ckanyBaHHs cucremu d € D, E, — MHOXHHA

¢aitnie KC, mo Oynmu migMiHeHi TPOSHCHKHUMU
Bepcismu;  f, (1 ,1],1") — dyHkuis aganTuBHOCTI

niarHoctyBanHs KC B pexumi ckanepa, ne [ —

Halip AiarHoctwuHOi iHpopManmii, /| =<H ,S,D>;
!

Il -

mpeacTaBiieHi HabopoM (aitiiB, Mo OyIM MMiAMIHEHI

pe3yJbTaTH  aHTHBIPYCHOTO CKaHYBaHHS

TPOSHCHKMMH Bepcismu, 1] :<E1,E2,...,En>; I" -

BeKTOp iH(opmMamii Mpo OHOBIEHHS CHCTEMHHX
¢aiimiB  Ta BcTaHOBIEHHA HoBoro II3, sk
KOMITOHEHTIB 00’exTa JiarHOCTYBaHHS

I!=(E|,E,....E)).

n

4. ADANTUBHA IT BUABJIEHHA
TPOAHCbLKUX NMPOIPAM B
KOMITHOTEPHUX CUCTEMAX

Pospobneno anantusny 1T Bussiernas TII 8 KC,
gKa  JO3BOJSIE  3MINCHUTH  BHCHOBOK  MIOJO
MoxmBoro  iH(QikyBamHs ~ KC  TposHCBKOIO
MPOrpaMor0 5K BIJOMOIO, TaK i HOBOKD, a TaKOXK
JIO3BOJISIE  BUSABJIATH (PAKT MiAMIHM CHCTEMHHX
¢aitiB  TpossHCBKUMH  Bepcisimu  [6].  Ilpomec
pusieiieaHss TII B KC agantyeThcs 1UIIXOM
HaJaIITyBaHHA HOTO MapaMeTpiB B 3aJICKHOCTI Bif
ocobmuBoctert KC, mo miarHOCTyeThCcs, a came:
TUIy ONepamiiHoi chcTeMH, BcTaHoBieHoro [13 B
KC, momeminox TII, HakomnyeHMX B TMpOIECi
excruryatamii KC. AIT susiienns TII B KC nogano

— MHOXHMHA JIETEKTOPiB, 3IEHEPOBAaHMX JUIA  CXEMOIO Ha puc. 3.
aHaJii3 1MiJ03puUIoCTi (PyHKIIOHYBAHHS
, BUKOHYBaHHUX (paiiiiB 13 3aCTOCYBaHHAM
BHKOHYBaHI MEXaHI13My HEYITKOIO JIOrYHOTr0 BUCHOBKY
Qaii B T T
OrnepaTUBHIN T 1 y
nmam’sti KC <
0aza npaBui 6asa
o6 excr noseaiHOK T1I
aHTUBIPYCHOTO _ Luon?)}{r?dgg{?n}(som
JlarHOCTYBaHHSI 0a3a 3axMIIEHUX BA3A irthixynamas KC
ﬂOCJ’!l,E[OBHOC'!_"CH ﬂA]']HX . OyHHC‘bKOI{)
Ta JIETEKTOPIB p
(aiiinm, - Nporpamoro
poO3MiLIEH] Ha
KOPCTKOMY : T L
aucky KC anams KC Ha ¢axr miaminu daiinis
TPOSIHCbKUMH BEPCISIMHU 13 3aCTOCYBAHHAM

ELI]I'OpPl'I'MiB WTYYHHX IMYHHHX CHCTCM

Puc. 3— AnantuBHa indopmaniiina texnoJioris Busijenns TII B KC.

Pospobmena amantusHa IT BusBinenns TII B KC
BKirouae B cebe Meron BusiBinenHs TII B KC B
pPeKHMI MOHITOpPa Ta METOJ MOOYAOBU 3aXHINEHUX

MOCITITIOBHOCTEH Ta TeHepamii JEeTeKTOpiB It
BusiBiieHHs TII B KC B pexumi ckanepa. [Iporec
BusiBiieHHst TI1 B KC momano cxemoro Ha puc. 4.
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MIACUCTEMA OIATHOCTYBAHHA H
TPOAHCBLKWUX MPOrPAM B PEXXUMI MOHITOPA:

|
>

CWUCTEMA MOHITOPWUHIY |

|CMCTEMA AHANI3Y TA BUICHOBKY |—l

v Hy
| FEHEPATOP OETEKTOPIB |

v
| CMCTEMA KOHTPOSMIO AAHMUX |—|

MIOCUCTEMA OIATHOCTYBAHHA
i : TPOAHCBKWX NPOrPAM B PEXXUMI CKAHEPA

v

OB'EKT
AHTWBIPYCHOIO QIATHOCTYBAHHA
A
¥

e
o

A

BWCHOBOK WOAO HEBE3MNEKK
IH®IKYBAHHA KC TPOAHCBKOKO

Puc. 4 — Cxema npouecy BUSIBJIeHHSI TPOAHCHKHUX
nporpam B KC

5. METOA BUABJIEHHA TN B KC B
PEXXUAMI MOHITOPA

Po3pobneno vosuit meton Busiinenss T11 B KC B
peXuUMi MOHITOpa, SKHHA IOJIATAE B 3aCTOCYyBaHHI
amapaTy HEYiTKOi JIOTIKH, i Ja€ MOKJIMBICTh 3pOOUTH
BHCHOBOK IIOJI0 CTyIEHsS HeOe3neku iH(iKyBaHHS
KC TtpostHCBKOIO TIporpamoro [6]. 3 1Ii€0 METOr0
3MIACHIOEThCSI TOOYIOBa BXigHOI Ta BHXIAHOI
JIHTBICTHYHUX 3MIHHMX 3 iMeHamu: “CTymiHb
ITiTO3PLIOCTI TIPOTPaMHOTO 00’€KTa” — IJIS BXiIHOT
TiHrBicTHYHOT 3MiHHOI, 1 “CrymiHp HeOe3neKn
iH(IKYBaHHS — IS BUXITHOT.

st dopmyBaHHS (QYHKINT HAIEKHOCTI IJIA
BXiHOI JHTBICTHYHOI 3MiHHOI PO3pOOJICHO HOBHIA
METO/, CYTh SIKOTO IIOJISITA€ B 3HAXOMKCHHI JUIs

KOXKHOT  fmii  HaWOLIBII  IMOBIPHOTO  TOPTY

HOTPAIUISHHS [UISXOM paHXyBaHHS 3 MOOYIOBOIO

MaTpuiLi repeBaru S= ‘Sij , ae
r r

Sy =285 Pl 28 Pis S =118y
k=1 k=1

8 =1; iaj=1>_m;,sij =S /Sj, 0<s; <oo. Morim

3MIMCHIOEThCSA  3HAXODKEHHS JUIs  Matpumi S
BiacHoro Bekropa Il=(=,,...,7,), 1O BiANOBiIaE
MaKCUMAaJIbHOMY JOJIATHOMY KOpPEHIO A
XapaKTePUCTUYHOTO  ITOJIiHOMA |S -A-FE | =0;
S-II=A-11, ne E — opuHMYHa MAaTpPHII.
KommonenTu BEKTOpa I (Zﬂ'i =1)

OTOTOXKHIOIOTBCA 3 OWiHKOW0 4, (X;,,). Y

pe3yabTaTi  OJEPKYEMO MATPHIIO  BiAHOIICHHS
Vp = ‘xi, Y;|> ¥y K KOXKHOMY BiIHOLICHHIO
(x,,) BIAMOBIZIa€  3HAYCHHS 0<rz<l1.
Hacrtymaum  kpokom  mMeroqy €  moOynoBa

, 3 BIIHOIIEHD

. . . *
OIITUM130BaHO1 MAaTpPHIIl Vp = ‘xi’yj

MNPOrPAMOID

(x;,y;) i3 swavemnsmu 7, (0<7z  <I) Ta

no0yJJ0Ba HOPMOBAHOT KPHBOiI (DYHKIIIi HaIEKHOCTI
4, (R) BXigHOT 3MiHHOT.

[IpuBenemo ¢parmeHnT 6a3u TpaBwWi, 3TiAHO 3
SAKOI 3IIHCHIOETBCS BUCHOBOK, 1 y SAKIH s
KOJKHOTO TpaBHjia BUKOpHCTaHi 3B’ si3yBanHs “TA” i
3raveHHs Fi mopiBHIO0OTH Bix 0 1o 1:

IL.1. If (penetration is L) and (aktyvisation is L)
and (execution is L) then (suspiciousness is L) (1);

I1.2. If (penetration is L) and (aktyvisation is L)
and (execution is H) then (suspiciousness is M) (1);

I1.3. If (penetration is L) and (aktyvisation is H)
and (execution is L) then (suspiciousness is L) (1);

[1.4. If (penetration is L) and (aktyvisation is H)
and (execution is H) then (suspiciousness is H) (0,8);

I1.5. If (penetration is H) and (aktyvisation is L)
and (execution is L) then (suspiciousness is L) (1);

I1.6 If (penetration is H) and (aktyvisation is L)
and (execution is H) then (suspiciousness is M) (1);

I1.7. If (penetration is H) and (aktyvisation is H)
and (execution is L) then (suspiciousness is ML) (1);

MosnuBi 1 iHHI cTpaTerii moOymoBu 0a3u
MPaBWJI, JI¢ BUKOPHCTOBYIOTHCS JIMIIE Ti MPaBHUIIA,
SKI MICTSTh YMOBH 3 HEHYJIHOBUMH 3HAYCHHSIMU
HAJICKHOCTI.

Jlis  BUpIIICHHS TIOCTaBJICHOI 3amadi  OyJio
pealizoBaHO  CHUCTeMY  HEUITKOTO  JIOTi4HOTO
BHUCHOBKY 3 BHKOPHUCTAHHSIM aJroputMy MamiaHi.
I'padiuHe mpencraBiIeHHS pPE3YNbTATIB CUCTEMY
HJIB, peanizoBanoi B cepenoBumii Matlab,
npeactaBieHo Ha puc. 5. Ha puc. 6 300paxkeni
GYHKIIT HaNeKHOCTI JUIS MOOYJOBaHUX BXIiJHOI Ta
BUXIIHOT JIHHTBICTUYHUX 3MIHHHUX.

suspicion

Puc. 5 — Pe3yabTaT He4iTKOI0 JIOTiYHOIr0 BUCHOBKY.
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penetration=8 activisation=7 execution=9 suspition=0.804

. |
Puc. 6 — I'padiune npeacraBjieHHs: IPaBUJI Ta
pe3yJIbTaTy HEeYiTKOro JIOTiYHOr0 BUCHOBKY.

OpnepxaHuil  pe3yjbTaT HEYITKOTO JIOTIYHOTO
BucHOBKY 0,804 iHTepmpeTyeTbcs SK CTYIiHb
HeOe3MeKu inpikyBanas ~ KC TPOSTHCHKOIO
[IPOTPaMo0. SIKIIO OTpUMaHE YHUCIO IEPEBHIIYE
NEBHUM  Hamepex 3aJaHuid  MOpIr  HEOE3MeKu
iH(iKyBaHHS, TO 3TIAHO 3 NPUHHATOIO CTpATErieio
Oc3Mekn BUKOHYETHCA OJIOKYBaHHS i JaHOTO
POTrPaMHOTO 00’ €KTY.

Metox ~ Takoxk ~ mepeabada€  MOJKIHUBICTD
Hakomu4eHHs HOBuX noBediHOK TII sk 3HaHBb A7
migBuIeHHs qoctoBipHOCTI BusiBieHHs T11 B KC.

6. METOJ NOBYAOBU 3AXULLEHUX
NnoCNIAOBHOCTEM ANA BUABJIEHHA
TN B KC B PEXXUMI CKAHEPA

Jna BusBneHHs TpostHCHKUX mporpam B KC B
peXuMi  CcKaHepa pO3pOONEHO HOBHH  METOJ
o0y TOBU 3aXMINEHUX MOCIHTIJOBHOCTEH Ta reHepartii
JETEKTOPiB. B OCHOBI METOAY JICKHUTH 3aCTOCYBaHHS
ITOPUTMIB  WITYyyHHX iMyHHHX cucteMm (LHIC).

[tyyni iMyHHI CHCTEeMH €  aJaNTUBHUMHU
CHUCTEMaMH, TIPUHITUIIH 1 MOJEII SKUX 3aCTOCOBaHI B
0araTbOX  TNpPUKIATHUX  3aJadaX, TaKux  SIK

po3mi3HaBaHHS 00pa3iB, KOMIT'IOTepHa Oe3meka,
CHCTEMH JUIS BipyCHOTO BHSBJICHHS, HOLIYK NaHUX,
BUSIBJICHHS TOMIJIOK, Kiiacudikailis Ta iH [7].

Po3pobrnenuit Meron 03BONIsIE€ BUSBIATH (aKT
MiIMIHE CHCTEMHUX (DaiB TPOSHCHKUMHU BEPCisSIMHU B
sanexxHocti Big Ty OC Ta I13 okpemo B3sToi KC
[8]. MeTon nepeadayae HACTYIII TAIH:

1) dopmyBanHs Habopy cucTeMHHX (ailiB mms
CKaHyBaHHS, sIKi MO)KHA BBa)KaTH €TaJOHHUMU;

2) reHepartist 3aXHUIIEHUX IBIAKOBHX
MOCHIIOBHOCTEH 3TiIHO BU3HAYEHOTO (opMaTy;

3) Ha erami aHTHBipycHOro ckaHyBaHHs KC
BUKOHAHHS CIIIBCTABJICHHS 3aXUILEHUX [BIHKOBHX
MOCIIIOBHOCTEH 3 JETEKTOPaMU;

4) y Bunanky 30iry 3aXWINEHHX MOCIiTOBHOCTEH
3 JETeKTOPOM BUKOHAaHHS CIOBIIIEHHS IO
BUSIBJICHHSI TIIMIHM Ta TepeBipKka Ha MiJ03pUIiCTh
MOBEJIHKH MPOTPAMHOTO 00’ €KTY.

s TeHeparlii  ITETEKTOPIiB  3aCTOCOBAHO
MOAU(DIKOBaHUN  KamiOHUH  aJrOpUTM,  SKHUU

JIO3BOJISIE  3MEHIMUTHA KUTBKICTh JTETEKTOPIiB, 1 ¥y
SKOMY Ha BIIMiHY Bifl aJITOPUTMIiB, 3aIIPOITOHOBAHUX
B [9], reHepallisi MOCHTIIOBHOCTEH BUKOHYETHCS 13
3aCTOCYBaHHS TMOMEPEIHBOT MiArOTOBKH JaHWX, a
KOJAYBaHHS  3axWIIECHUX  MOCIIOBHOCTEH  Ta
JETEKTOPiB 3IIHCHIOEMO 3 ypaxyBaHHAM
ocobmuBocreit KC, mo miarHocTyethes [8].

I'eneparmis netexkTopa BigOyBaeThCs y CIOCIO,
NIPU SIKOMY 3IIHCHIOETBCS BUOIP TAKOTO MOKJIUBOTO
JNETeKTopa, sSKui Oyae HaWvacrimme 30iraTucs 3
Ha0OpOM TIOCITITOBHOCTEH, SKUX IIe HEMae cepen
MHOXXHMHHU JI€TEKTOpiB. 3 IIi€l0 METOI BBEICHO
MOHATTA IIAa0JIOHYy, SIKUU € TOCHiAOBHICTIO TI-0iTiB
psanka nmomxkwHA |, mo wmictute (I-r)-IOpoKHIN
mo3umid. TakuMm  dYuHOM, ImA0JIOHOM ts €
MIOCJIJIOBHICT, B fAKIH I BH3HAYe€HHX OITIB
MOYMHAIOTHCA 3 ITO3UIIT / Ta MOAAHI MOCIIIOBHICTIO
s momxwuHu r. Hampukmam, mms 1=8, r=4, s=0111
rabJIoH t35 Mae BUIUISL t3=*¥*0111%**,
BBaxxaTuMeMo, 10 ABI HMOCIIZOBHOCTI 30IraroThCs,
SKIIO BOHHW 1MEHTHYHI Xo4a O B r mo3mmisx (rcb-
npaBwio). [IpaBum (J1iBUM) HabopoMm IAOIOHY
BBa)XaTUMEMO IIAOJOH, IO MICTHTh yCi MOPOXKHI
MO3MUIIi 3amimieHi Oitamu, Hampukman, ***10011 —
IOy CTUMHUH TIpaBuit Habip i **010011.

Jlnst BuGpanoi Muoxkuuu ¢ainis KC he H , mo
MiATSraTEMYTh MPOLECY NiarHOCTYBAaHHS B PEXHMIi
CKaHepa, Oyayemo MHOKUHY 3aXUIIEHUX
nociigoBaoctei s € S BusHayeHnoro gopmary. s
O3HAYCHUX TMOCTIIOBHOCTEH MOBXHHU F  TpH
1<i<(l-t+1) 3IHCHIOEMO bopmyBaHHs

macuBiB S, 1 S, mms mpaBux i niBuX HaOOpiB

BIJIMIOBITHO 3 1.

., » 10 He 30iraroTecs 3 OyIb-KOIO
HOCTiJOBHICTIO 3 S y cmoci6: y BuHmaaky 30iry
mabnony B nosumii ([ —r+1) MacHB
3allOBHIOETHCA HYyJIEM, 1 OIMHHLECI0 — Y iHIIOMY

Bunanky. Koxen 3ammc B S,  Bianosigae

NOCNIZOBHOCTI T MmAONOHy £, 1 MICTUTHUME BCi

MOJJIMBI BapiaHTH, TpPH SKHUX JBI TOCITITOBHOCTI
MOXXYTh 30ITaTWicsl B I' CyMiKHHX OiTax. 30Kpema,

s i=[/—r+1 mabmnon ¢, wmictute (I-1)-

i,s
MTOPOXKHIX TIO3UITIH, MO CITIAYIOTH MICIS I-CyMIKHUAX
oitiB. Takum umHOM, S'= S, xS, mnpencrasise

MHOXKWHY IOBHICTIO BH3HAYCHUX IOCIiJOBHOCTEH,
0 BIiANOBIAAOTh JAaHOMY INAONIOHY, 1 SIKIIO
mwabaoH Mae HyJIbOBMH 3amuc B S, TO BiZoMo, 110
yCi TOCHIZOBHOCTI, SAKI MICTATh IaHWH IIMaOJIOH,
30iraTUMYThCS 3 MIEBHOIO 3aXHILEHOI0
NoCHiA0BHICTIO. PaKTUYHO MHOXHHA INAOJIOHIB Y
S’ 3 HeHyJIBLOBMMM 3amMcaMM € HaGip JOIyCTUMHUX
JETEKTOPIB.

AHaIOTivyHO S’ BU3HAYNMO

D'=D xD, K KiIbKiCTh TOCTiTOBHOCTEH IS
r 1
30IraroTecs 3

KOXXHOT'O H.Ia6J'IOHa, 1o HC
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JNETEKTOpaMH, SKi 3TeHEepOoBaHI Ha KOXHOMY
nornepeHboMy  kpomi.  O€eBHIHO, MmO IS
MOPO’KHBOT MHOKHUHH JAETeKTOpiB [ KIbKICTh
. I—
kanaupatis y aerekropu D' cxname 2Y77. Jlns
KOX>KHOTO HOBOTO JIETEKTOpA, KU OyJie CTBOPCHUIA,

obuparoTbcss  MIa0JOHW, IO  HaWOUTBIIE  HE
30iraloTbecs 13 mociigmoBHOCTAMU.  OHOBIIEHHS
MHOXMHH D'  BUKOHyeTbCcs — IOpa3sy, KOJH

CTBOPIOETHCSI HOBUH TETEKTOP, TOMY HEOOXiTHO
OHOBITIOBATH MHOXXHHU TPaBUX Ta JIiBUX HaOOpiB

D. i

;
BUKOHY€TbCS IIOIIYK B MHOxkuHI D' s
JOIyCTHMOTO TMIA0JIOHY NETeKTOpa 3 HaHOUThIIAM
HEHYJIbOBHM HaOOpOM. SIKIIO TaKWX 3ammuciB KiJbKa,
TO BHOMpAaEMO OJWH  BHMAJKOBUM  YUHOM.
[MounHatoun 3 JgaHOrO MIAONOHY 3IIHCHIOETHCS
npoxin depes MHokuHy D' 3miBa Ta crpaBa 3
nojmaBaHHsaM 1mopasy 0 abo 1 10 moyYaTKOBOIO
mabJIoHy B 3aJIeKHOCTI BiJ TOro, SIKMM MIa0JIOH
MICTUTh HAHOIJIbIIE YKMCIIO ITOCIIIOBHOCTEH, IO HE
36iratotbess 3 D . Muoxunn D, i D, moeramHo

Dl' I[J'IH KOXXHOT'O HOBOI'O JACTCKTOpa

OHOBJIFOIOTBCSL II0pPa3y TMpPH CTBOPEHHI HOBOI'O
JICTEKTOpa, BCTAHOBJIIOIOYM BINOBiIHI HYJIbOBI
3armcu. llporec reHepartii JeTeKTOpiB i OHOBJIEHHS

D., D, i D' nosropoerbest MOKH Bei JOIMyCTHMI

mabIoHU JIETEKTOPiB MaKOTh HyIIbOBi 3amucu B D' .
Jlnst Oynp-sKOro IabiIOHy, M0 HE HAICKHTh S
OlJbllle HEMAa€ IOCIIJOBHOCTEH, IO 30IraloThes 3
nerekropamu. Lle o3Hadae, M0 3iHCHEHO MOKPUTTS
yCiX 3axHICHUX TOCIIJOBHOCTEH JIETEKTOPaMH.
HeoOximHa  KUTBKICTH  NTETEKTOPIB  TUKTYETHCS
HEOOXiZIHUM piBHEM WMOBIpHOCTI Pr. ¥V kpamomy
BHIIJKy HEOOXiJHa KUIBKICTh JIETEKTOPIB MOXE
ckmactu N, Z(l—Pf)/ P, [9]. Koxen nerekrop

Moke 36iratucs 3 2" mabnonis y xoxuii (I-r)
nosuiii MHOXMHHM mabnoniB N, <2". Takox,

SIKIIO B3SITH JI0 YBaru 3aXWIIEHi MOCHTiIOBHOCTI, TO
KOKeH mabnoH He 30iratuMerscs 3 S 3

(1-27)" .

nerextopis ckrage N, =2 -(1-27)" .

WMOBIPHICTIO Toni KUIBKICTH

7. PE3YJIbTATU OOCHIAXEHDb

s 3anponionosanoi IT po3pobieno mporpamue
3abesneuenns (I13), mo peamizdye amanTUBHY
iHpopmariiiny Texnomnorito BusieHHs TII 8 KC. B
mpomeci eKCIUTyaTamnii po3pobiieHoro 113
BinOyBaeThCA ABTOMaTHYHE HaKOITMYEHHS
indopwmartii mpo Bussiene 1113, 3anecenHs oro mo
0a3u MOBEOiHOK (IJIs1 aHTHUBIPYCHOTO MOHITOpa), Ta
aBTOMAaTW4YHa TeHepauiss Habopy  3aXMIICHUX
MOCTIIOBHOCTEW Ta  JETEKTOPIB Yy  BHUIIAIKY
OHOBJIEHHSI YW BCTaHOBJCHHS HoBoro II3 (s

aHTUBIPYyCHOTO CKaHEpa).

Jlyis BU3HauUeHHs A0CTOBipHOCTI podotu 13 Oyio
nporpaMHo 3reHepaBano 3240 mporpaMHUX 00’ €KTH
3 (QYHKUIfHUM  HaBaHTaKEHHAM  TPOSHCHKUX
nporpaM ycix kiaciB. Jlani mporpamu MOTEHIIHHO
HEBiIOMi JI1 aHTHBiIpyCHHX 0a3 (ipM-po3pOOHHKIB
anTuBipycHoro [I3. Pe3ympTaTm nmiarHOCTYBaHHS
TIepPECTABICHO TicTorpaMoto Ha puc. 7 [10].

 edmosatmy
._1-‘-_| ] Con-a
50 I Bl B o
an — e
3 I — I -
20 S N
mn . —
0+ T

& \d@ &

3 ¥
&

Puc. 7 — JocroBipuicts BusiBiaenns TII B KCy
NMOPiBHSAHHI 3 BIAOMUMH TEXHOJIOTisIMH

Otpumani pesynsratu BusiBneHus TII B KC
MOKa3adu mpupicT  JocTtoBipHocTi  5-15% Ta
MiaBUIIEHHS ePeKTUBHOCTI v 1,4 pasu y IOpiBHIHHI
3 BigoMuMH 3aco0amu BusBiieHHs HoBux TII B KC.

8. BUCHOBKHA
Po3pobneno moBeninkoBy momens TII Ta
moBemiHkoBl  Mozem — kiacie  TII  noisxom
BpaxyBaHHS ocoOnmBOCTEH (hyHKITIOHYBaHHS

MPOTATOM iX JKUTTEBOTO HHUKIY Ta AECTPYKTHBHOTO
xapakrepy i B KC, mo yMOXIMBIIOE MiIBUILIUTH
IOCTOBipHICTH iX BusBIeHHS B KC.

Po3pobiieno meron Busienenns TII B KC B
PEKUMI MOHITOpa Ha OCHOBI HEYITKOTO JIOTiYHOTO
BHCHOBKY 3 OIIIHKOIO JIIHTBICTHYHOI 3MiHHOI Ha 0a3i
MONIAPHOTO TIOPIBHSAHHS €KCIEPTOM 3 ypaxyBaHHIM
OLIIHOYHHMX O3HAaK, SKE& JI03BOJSIE BpaxyBaTH
0COOIIMBOCTI TOPIBHIOBAaHUX OO0’€KTIB, 1 SKE He
BUMAara€e BUKOHAHHS YMOBH TPAaH3UTHBHOCTI, 1110 J1a€
MOJUIUBICTh ~ BH3HAUUTH  CTYMiHb  HEOE3MEeKH
inpikyBanHs KC TpoSHCBKMMH MporpaMamH B
yMOBax ampiopHoi HeBH3HadeHOCcTi. Po3pobieHo
METO/ TOOYZOBU 3aXUINEHHUX IOCITiIOBHOCTEH Ta
reHepalii AeTeKTOPiB Ha OCHOBI IUTYYHHUX IMyHHHX
CHCTEM HIISIXOM, L0 YMOXKJIMBIIIOE BU3HAUUTH (PaKT
MiaMIiHA (afiIiB TPOSHCHKUME BEPCISIMH B IIPOIIECI
susiBiieHHst TI1 B KC B pexwuMi ckanepa.

Po3zpobiieno aIalI TUBHY iH(hopMariiiHy
texHosoriro BuseieHHs TII B KC, cyTh sK0i mossirae
y aHayi3i moBeniHku mporpamuoro o6’exty B KC Ta
BUSIBIIEHHI (akTy MmiOMIHM cUCTeMHUX (paiimiB
TPOSIHCBKAMH BEPCiSIMH, BIIMIHHICTIO SIKOi BiJ
BIIOMUX € Te, [0 MapaMeTpPH JiarHOCTYBAaHHSI
ABTOMATHYHO HAaJAIITOBYIOTHCS B 3aJIeKHOCTI Bix
ocobmuBocteir KC, 110 ma€ MOKIMBICTb BHABIATH
HoBi  TII,  MigBUITUTH  TOCTOBIpHICTH  Ta
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edextuBHicTs TIporiecy BusBieHHs TII B KC, i mHe
notpedye moOynoBu ©6a3 curHatyp. Pozpobneni
anroputmu BusiBiieHHs TI1 B KC. ocnimkenns ix
CKJIQIHOCTI TIOKa3aJl0 MOXIJIMBICTH X MPOTPaMHOI
peamizamii B Mekax aJanTHBHOI iHQopMamiitHol
texHosorii. Pospobmeno I3, mo peamizye
aJanTUBHY 1H(QOPMAIIHY TEXHOJOTII0 BHSBIIEHHS
TII B KC, i 3agadero sikoro € miarHoctyBanus KC Ha
HasiBHICTh SIK Bimomux Tak HoBux TII. Otpumani
pe3yNbTaTH AOCHI[KeHb TIOKa3alld ITiBUIICHHS
JIOCTOBIpHOCTI  miarHOCTyBaHHi Ha 5-15%, Ta
edpexTuBHOCTI y 1,4 pa3u y MOPIBHSAHHI 3 BIJOMUMH
3aco0amu BusiBNeHHS HOBUX T11.
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Abstract: Adaptive information technology of computer systems Trojans diagnosing, which includes methods of
diagnosing computer systems in monitor and scanner modes and allows improving reliability and efficiency, is
developed. It is based on the behavioral model and the model of diagnosis. Computer system Trojan diagnosis software,
which made it possible to detect the new Trojans with high reliability and efficiency, was developed.
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1. INTRODUCTION

The analysis of the situation of development of
the malware shows dynamic growth of their
quantity. Among them the special place occupies a
class of viruses — Trojans which unlike virus
programs penetrate into computer system (CS) for
the purpose of information plunder that represents
real danger [1].

The actual problem of safety of various CS is a
development of new more perfect information
technologies which provide increase of reliability
and efficiency of anti-virus software diagnosis.

2. TROJAN BEHAVIORAL MODEL

The behavioral Trojan model which takes into
account the features of Trojans and formalizes the
process of functioning of Trojans in CS during its
life cycle and to takes into account the destructive
nature of its actions in the CS Trojan was developed:

M, =(®,S,V,L,Aff,£,Z), (1)

where ® — the set of all the Trojans; S — Trojan’s
life cycle stages, that are penetration, activation and

S, €S,

executing destructive actions, i=13;

\Y =’\/mp‘ — the matrix of relationship in which

m =1,k are functions (mechanisms) which perform
ways of the penetration of Trojans to CS of the user

via system ports pzl,_h of network protocols;

L =|L|

— a matrix of relationship, in which

a=1,0 are operations of Trojan which negatively

influence the structural components b= 1,_2' of
operating system; Aff — a function that defines the
interaction between objects of CS and Trojan, thus
the set a € Aff (b,,v;) is a set of possible actions,
that Trojan causes the object (objects); & — the ratio
between Trojan and its stages then for V € ® and

S € S, the relationship means v £ s that Trojan is in
stage S; Z — characteristic parameters of mentioned

relations, Z ={z,} — set of destructive actions with
normalized priority weights P = {p, } (Z p,=1)

which take into account the level of danger to the
CS.

To define the relationship between the Trojans,
its actions and stages of its life cycle, the designation

was worked in —> that means: if S,——§,
then the action a € A causes a transition from S;
stage to stage S;,, . Then the Trojan, which has a life
cycle with all stages passes a possible way, is:

VL VLo VL o
SO /Sl ,SZ /53, (2)

where S,—-=>S,,, means the possibility of

customized life cycle [2].
The models of each classes of Trojan with the
regard to their specificity and functional significance
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and is based on its behavioral model were produced.
A process of computer systems Trojans diagnosis
consists of two subprocesses of monitoring(2,

Q:{QI,QZ,Q3,Q4,QS,Q6} and scanning A,
A= {AI,AZ,A3,A4}. The process of Trojan
diagnosis in the monitor mode consists of: €, -
monitoring the flows, carried out through the system
ports of the CS; €, — monitoring the execution of
the system functions in the CS; €2; — blocking the
implementation of application functions, defined as
suspicious; €, — procedure of fuzzification within

the fuzzy inference system (FIS) by entering the

degrees of suspicion and the degrees of computer
system infection danger; (2, — implementation of
the fuzzy logic engine; €, — procedure of

defuzzification within the FIS to determine the risk
of CS infection by Trojans [3].

In order to formalize the implementation of
antivirus diagnosing stages the model of the Trojan
diagnosing process was developed:

M, =({E,R,My, f,}.{E,H,S,D,E,, f}). (4

where for steps Q, —€: E — set of diagnosing
objects in the monitor mode €, € E, that is the set
of CS files ®cE; R — the resultant number
Re [0,1] that indicates the danger degree of
infection with Trojan; & - ratio between objects
ve€® and stage S€S; M,, — set of behavioral
fm(lm’lr’n’lr:]) -

function of computer system diagnosis in monitor
mode, whose arguments vary with the input data,

where |, — set of diagnosis information,

|m=<®,V,L,R,>; I, — set of the antivirus

Trojan models; adaptability

diagnostics results, | :<R1,R2,...,Rn>; I — set
of detected malicious software, | =<E,R>; for
steps A, —A,: E — set of diagnosing objects in the
scanner mode, € € E; H — set of objects to be
scanned; S — set of protected binary sequences; D
— set of generated detectors, d e D, E, — set of
files that were substituted by Trojan versions;
f.(1,,1.,1]) — adaptability function of computer
system diagnosis in scanner mode, where | — set of
diagnosis information, |, = <H .S, D> ; |- antivirus
scan results represented with a set of files that were

I =(E,,E,,...E,);

substituted by Trojan versions, |

IVI

s — set of updated system files or installed new
software, 1= <E1', E s Er'1> .

3. INFORMATION TECHNOLOGY OF
TROJANS DIAGNOSIS

To solve this problem a new information
technology (IT) of CS Trojans diagnosing was
proposed. It includes Trojan behavioral models and
techniques of computer systems diagnosing in
monitor and scanner modes with automated setting
up of antivirus diagnosis parameters with the
improving reliability and efficiency. New
technology allows detecting known an unknown
Trojans. The proposed AIT allows making a
conclusion of regarding the degree of danger of CS
infection by Trojans and to reveal the fact of system
files substitution by Trojans’ versions.

4. TECHNIQUE OF TROJAN DIAGNOSIS
PROCESS IN MONITOR AND SCANNER
MODES

A new technique for computer system Trojan
diagnosis in monitor mode which uses fuzzy logic
and is based on behavioral model was developed. It
enables to make a conclusion about the degree of
danger of CS infection by Trojans. For this purpose
we construct the input and output linguistic variables
with names: "suspicion degree of software object" —
for the input linguistic variable, and "danger degree
of the infection” — for output one.

The task of determination of membership
function for input variable we will consider as the
task of the ranking for each of mechanisms

(functions) m; of penetration ports P; with the set
of indications of danger Z and a choice of the most
possible p; with activation of some function m;.
Then we generate a matrix of advantage S = ‘Sij‘.
Elements of given matrix §; are positive numbers:

Si :si/sj, 0<s; <o s; =1/sij, S; =1,
i,j=11, | —amount of possible results. Elements
S; of matrix S are defined by calculation of values
of pair advantages to each indication separately
taking into account their scales Z ={z,}; k=1r

with usage of such formula

]
'pk/zslj(k'pk- (%)

Eigenvector I = (7,,...,7,,) is defied by using a
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matrix of advantage. This eigenvector answers
maximum positive radical A of characteristic

polynomial |S—/1~E|:0. S-TI=A-TI, where
Eis an identity matrix. Elements of vector II
(Zni =1) are identified with an estimation of
experts who consider the accepted indications of
danger. The same procedure is performed for all m, .
As a result we receive a matrix of relationship
V, =lm;,p; |, in which each pair (relationship) m; ,
0<r<l1

V,=lm;,p;|, we build matrix V =[m;,p;| in

p; value responds. Using matrix

which the relationship (mj,pj) is used and the
elements of this relationship have value 7,
(0<7,,, <I). Using matrix V; =m,p; [, we

build normalized curve for membership function
H,»(R) of an input variable. As a part of the

solution of the problem the FIS using Mamdani
algorithm was realized [4].

A new technique for constructing the protected
sequences and generation of detectors based on the
use of algorithms for artificial immune systems was
produced. It makes it possible to reveal the fact of
system files substitution of Trojans’ versions [5].

The method involves the following steps:
forming a set of files to be scanned: system libraries,
executables system services and device drivers,
which can be taken as the samples; generate
protected sequences and detectors depending on
operating system; comparson of the protected
sequences with detectors at the stage of virus
scanning; notification about the substitution when
the protected sequences match with detector; check
the suspicion of software actions.

Thus protected sequences and detectors have
format for GNU / Linux operating system:

<ml...mi...mxl,ul...ui...uxz,gl...gi...gx3,> ©
S1.-SjeSyar by b b5, GGy Cog

D- =

where m,...m,...m,, - file mode (type, permissions);

u,..u;..u,, — identifier of the file owner;
0,...9,...0,; — identifier of the group owner;
S,...5;..5,, — file size; t..1,..1 ; — time of last file

modification; C,.C,..C, — CRC of the file,

I =1,n, n — number of detectors.

Protected sequences and detectors have format
for MS Windows operating system:

oW :<sl...si...szl,tl...ti...tzz, > -
a,...8;...a,5,C,..C;..C,,

where §,...5,...S,, — file size; t,..t;..t,, — time of

last file modification; a,...a;...a,; — file attribute
(read-only, hidden, system, archived); C,..C;..C,, —

CRC of'the file, i =1,n, n — number of detectors.

Generation of detectors is performed using the
modified negative selection algorithm.

Antivirus  software for computer system
diagnosing based on proposed algorithms was
developed. The results confirmed that the use of AIT
of computer system Trojan diagnosis increases the
diagnosing reliability by 5-15%, and efficiency — by
40% in comparison with the known antivirus
technologies [6].

6. CONCLUSIONS

The article is devoted to solving important
scientific problem - increasing reliability and
efficiency of computer systems diagnosing of the
Trojans existence. The new techniques for computer
system Trojan diagnosis in monitor and scanner
modes which allows improving reliability and
efficiency, are developed. Also information
technology is based on the model of the Trojan
diagnosing process, which allows performing
diagnosing with high reliability was developed.
Computer system Trojan diagnosis software, which
made it possible to detect the new Trojans with high
reliability and efficiency was developed.
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