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BBEOEHUE

B 2007 romy HameMmMy  HalMOHAJIbHOMY
CTaHJapTy EeKTpoHHON nudposoit noanucu JCTY
4145-2002 [1] ucnonmHUIOCH 5 JET, YTO SBISETCS
XOpOIIMM TOBOJOM JUIsi OOMEHa OIBITOM IO €ro
npuMeHeHno. CaMo0  TMOSBIEHHWE  TOAOOHOTO
CTaHIapTa CTAJI0 3aMETHBIM  COOBITHEM B
YKpPawHCKON Kpunrorpaguu, M €ro JOCTOMHCTBA
MONyYMJIM ~ 3aCIHY>KEHHYIO  BBICOKYIO  OIIGHKY
criennanucToB. K coxanenuto, 3a npouieamue 5 et
TaK U HE COCTOSJICS MPOIIECC IIMPOKOTO BHEPEHUS
3eKTpoHHOH 1udpoBoit nommucu (J1IT) peansHyTO
KU3HB TPaKIaH U TOCYapCTBa.

TpeboBaHuUs, TPEIBSIBIACMbIC K peaTU3aIHU
CTaHIapTa B BUJE MPOTPAMMHBIX HJIHM aIlapaTHBIX
CpeACTB  cHelU(PUIUPYIOT CKOPOCTH TMPOLEAYPHI
(dopmupoBanuss moamnucu. OgHAKO HA TPAKTHKE
mpoleAypa TMPOBEPKH  TOJNKWCH  BBITOIHSIETCS
3HaYMTENbHO damie. [Ipm 3TOM BpeMs NpoBEpKH
MOJIMTUCH TI0 TpOLIeAype AEHCTBYIOIIEro CTaHaapTa
B MPaKTUYCCKHUX  pealHu3alusX  3HAYUTEIHHO
MIpeBBIIIaeT BpeMsi GopMHUpOBaHHS moanvcH. Llemsio
JAHHOW pabOTHI SBISETCS TMOMBITKA YCTPAHHUTH 3TO

MIPOTUBOpEYHE.
Pa3ButHe TEXHOJOTHH 3JIEKTPOHHOTO
TOKyMEHTOO0OpoTa  TpedyeT  TakkKe  HOBBIX

MEXaHH3MOB O0O€eCIeUeHus IOpI/II[HHGCKOﬁ CHUJIBI

KOJUIEKTUBHBIX  DJIEKTPOHHBIX  JOKYMEHTOB. B
YaCTHOCTH, IpU  pa3pabOTKe  KOJUIEKTUBHBIX
IIPOCKTOB BAYKHOU po6GieMoit SIBIIAICTCA

[2-5],

KOJUIEKTUBHOM

HCIIOJIb30BaHUE MPOTOKOJIOB
o0ecreunBaroMX  peaan3aliio
AIEKTPOHHOHN MU(PPOBOH TOITHCH.
[IpennokeHHple HEAABHO MPOTOKONBI  [3-5]
dbopMuUpoBaHMS M TPOBEPKH  MOIIUHHOCTH
KOJUICKTUBHOHM D3JIEKTPOHHOW IH(MPOBON IOIITHCH
WCTIOJB3YIOT 00Ul (KONJIEKTUBHBINA) OTKPBITHIN

KIIOY, KOTOPBIH  (pOopMHpYyeTCS Ha  OCHOBE
WHAWBHIyAbHBIX ~ OTKPBITBIX  KIFOUEH  TpyIIIBI
MOJIb30BaTEeIIEH.

Baxken Taxke BOIpoC MHMHHMHU3ALUU pa3Mepa
KOJUISKTUBHOW JJIGKTPOHHOW LM(POBOH MOAIHCH
Ipy He0OXOIMMOCTH €€ 3allMCH B BHJIE LITPUX-KOAA
Ha OyMaXHBIX HOCHTEISIX, HANpUMeEp, B METOMAaX
3alIUTBl OT MOJJAEIKH JOKYMEHTOB C IIOMOILBIO
AIEKTPOHHOM MU pOoBO moamucH [5].

B n1aHHOM acmekTte TpencTaBiseT HHTEpec
M3y4YeHHE BOMIpOCcCa O BO3MOXKHOCTH pean3aluu
HOBBIX IPOTOKOJIOB KOJUIGKTUBHOM 3JIEKTPOHHOU

muppoBoOil  MOANMCH Kak C  HCIOIH30BAHUEM
MpOIEAYp TPOBEPKH  JIIEKTPOHHOU  1H(pOBOH
MOJIITUCH, cnenupUIIpyeMbIX CTaHIapTaMu

MOAINMKCH, TaK U HOBBIX IIPOTOKOJIOB, IO3BOJISAIOLINX
YMEHBIIUTh pa3Mep MOAMNNCH.

1. MPOTOKOJ LU®POBOM NOAMNUCHU C
NPEABBLIYNCIEHNAMU ANA
KOPINMOPATUBHOWU CETU

B mnacrosimelt pabGore mpemyaraeTcs MPOTOKOJN
IU(ppPOBONl MOANUCH sl KOPIOPAaTHBHOM ceTH,
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ITUPOKO HCITOJTB3Y FOTITHIA BO3MOYKHOCTH
MPEIBBIYUCICHUA B ONEpallid  CKaJsIpHOTO
YMHOXCHHS TOYKH OJJUTMITHYSCKOW KPUBOW Ha
gucno. Hazosem 3tor mporokon ECPR (Elliptic
Curve with PRecomputation).

B cymectByrommux mporokoiax — mudpoBoi
MOAMUCH B alITrOPUTME IPOBEPKH IPUCYTCTBYET
omepanys YMHOXEHHUS  YHCJIa OTKPBITBIA KITIOY,
TOYKY DJUIMNITUYECKONM KPUBOW, TpaguLMOHHO
o0o3Hauaemyr0 Q. MeToauKka MPOBEPKH IOMAIMCH
OCHOBaHAa Ha Oleparusax C WHARBUAYATLHBIMH
OTKDBITBIMH KJIIOYamMu aOoHeHTa. B oTauume oT
0a3oBoli Touku P, koTopas sBusSeTCSs OAHMM W3
MapaMeTpoB KPUNTOCUCTEMBI W SBISETCS €IUHOU
Ui MHOXKecTBa aOOHEHTOB, TOYKa Q -
VHWBUIyaJIbHA JUIS Ka)XJI0TO cyOBeKTa,
oOnamaromero mpaBoM Tnomnucu. Ecnmm  Takmx
CyOBEKTOB B KOPIIOPATHBHOW CETH MHOXKECTBO,
BEITIONHATh ~ MPEABBIYUCICHHUS s Todkum  Q
0ECCMBICIICHHO, B OTJIMYHE OT NPEIABBIYUCICHUN JIIIs
touku P. [TosTOMy OCHOBHasi CIOKHOCTh BO3HUKAET
IIpU TIPOBEPKE MHOXKECTBA IMOJIMHCEH aOOHEHTOB B

LEHTpaX WM Yy T[OTpeduTeneii JOKYyMEHTOB
MHOXecTBa a0oOHEHTOB. [Ipu 3TOM peanu3arus
anropuT™Ma BBIYHCIICHUS OLIT TpedyeT

CYIIIECTBEHHO MEHbIIIE BPEMEHH, YeM JIs IPOBEPKH.
EcTtecTBeHHO, BO3HHMKAaeT BOMPOC: KaK YCKOPHTH
npoBepky DIII1?

Henp3s mu 3aMeHuTs MeTOAMKy mpoBepku DLIIT
TaK, 4TOOBI HCIOJNB30BaTh OAHY Oa30BYI0 TOUKY
MHOJKECTBa KOPITOPATUBHBIX a00OHEHTOB a Pe3yJIbTaT
MIPOBEPKM CPAaBHHUBATH C OTKPHITBIM  KIIOYOM
abonenTa? Takoll MoOAXOA MO3BONHMI OBl XpaHHUTH B
0azax NaHHBIX KOPIIOpATHBHBIE 0a30BBIE TOYKH U B
[OJIHOM  Mepe  WCIOJh30BaTh  BO3MOKHOCTH
MIPEIBBIYUCIEHUI, KOTOphle HBIHE OECCMBICICHHBI
JUIS  MHOXecTBa aOoHeHTOB. Pasymeercs, ¢
MaTeMaTHYeCKOH W KpHUNTOrpadudecKod TOYEK
3peHus] U3MEHEHUSI METOUK BBIPAaOOTKH U MPOBEPKU
OUII He  mOMWKHBI  3aTparuBaTh  BOMPOCHI
KpunTorpadgudeckoll CTOWKOCTH W MaTeMaTHYeCKOn
sKkBUBaJICHTHOCTH. OmHO W3 pa3paboTaHHBIX HaMHU
NpeJIoKEHUH B O3TOM HalpaBlIEHUU M3JIaraercs
HUXKE.

AHamu3 TPOTOKOIOB NHU(POBON MOANHCH Ha
SJUIANITUYECKUX  KpuBBIX [1,6-8] Takmx, Kak
JACTY 4145, TOCT P 34.10, ECDSA, ECSS, EC-
GDSA, EC-KCDSA, anroput™m IllHOppa, mokasza,
YTO B Mpoueaype Bepuuranuy MOANUCH BO BCEX
MIEPEUUCIIEHHBIX MPOTOKOIAX MIPUCYTCTBYET
ormepanus CKaIsIPHOTO YMHOXXEHHUS OTKPBITOTO
kimoda Q Ha ymceno. Kak ymommHanoce paHee, s
STOW oOmepalyy HWCIOJIb30BaHHUE IPeIBHIYNCICHUN
OEeCcCMBICIIEHHO, TaK KaK B OTIMYHE OT 0a30BOH
TOUKM P, KoTopas sBisercs eAUHOM i1 BCEX
a0OHEHTOB KOPIOPATUBHOM CETH, OTKPBITHIA KIIOY
Q y Kax10ro cBOH.

I'maBHass wpes  mpeajaraeMoro  aBTOpaMu
MOAX0Jla — YUTHU OT YMHOXXEHHUSI OTKPBITOrO KIIH04a
Q Ha Kakoii ObI TO HU OBLIO YUCIIOBOW MHOKHUTEIIb.
B Tabmume 1 mnpuBeneH oOAWMH W3 BapUAHTOB
peanu3anuu mo100HOTo MOAX0 .

Taoauua 1. IIporokosa nuudpoBoii noagnucu Ha
yaunTuyeckoii kpusoii ECPR

®opmuposanue I

Bxoxa: smumnntiuueckas kpusast C, CEKpETHBIN KITIOY
d, OTKpeITHIA K04 Q=-dxP, P - Ga3oBas

TOYKa, n - MOPSAAOK 0a30BOM TOYKH, COOOIICHUE
M.

Boixon: TIIT <r,s> Ut coobmenus M .

1. h=H(M)mod n ;

2. Tenepupyem ciydaiiHoe k € {1,..., n— 1} ;

tzkmodn;
h

R=1txP,
w =7 (R) mod n;,

(x, ) =wxR=wxtxP;
r=x(x,y)modn;
s=(wk+hd)modn .

® A W

Bepuduxanus I

Bxon: smmuntudeckas kpuBas C, OTKPBITBIA KITIOT
Q, P - Ga3oBas TOYKa, n - MOPSIAOK 0a30BOM

touku, LIT <r',s'> , U1 cooOmenus M '.

Bruixoa: Iloamuck aeiicTBUTEIbHA UK HET.

1. W"=HM)modn;

2. t:S—modn;
h’

3. (xX,y)=txP+Q;

4. v=r7(x,y)modn;
?
5 r'=v

OO6o3Hauenus: h(M)

¢byHKUMS BbACTEHHE x mod 7 .

— xem-QpyHKIMS, 7 —

Omnpenenstomiee COOTHOIICHHE JUTSE
MPEJIOKEHHOTO MPOTOKONA BBITJISTUT CIICTYFOIUM
obOpazoM:

(Wk + hd) wk
h

P+Q:W7kP+dP—dP:7P

Kak BumHo w3 mpouenypsl (HopMUpOBaHUS

wk
MOAIIUCH r=7r (_h P) . CoorserctBenno B

wk
h!
CJ'Ie):[OBaTeHLHO, 3HAQUYCHUA r U V paBHLI, cClin

COOOMCHUSI ® TIOANMMCH B 00OMX  Ciydasx
NUIACHTHUYHEI.

npouenype  BepuduKaruu v=n(—/P).
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2. OLLEHKA CJTIOXKHOCTHU
NMPOTOKOIJIA ECPR
CpaBHMUM KOIMYECTBO PAa3MUYHBIX OIeEpaIHii
MIPEAIOKEHHOTO aBTOPAMH IIPOTOKOJIA M OCHOBHBIX
cragaapToB DI Ha AIIUNTHYECKUX KPUBBIX.
3a cuer mo0aBneHHWS ~ OJHOM  Omepaluu
YMHOXKCHHS B TIOJIC, OJHOM OIepaliii WHBEPCHH B

MIPEIBBIYUCICHUSIMHI B KOPIIOPATHBHOM CETH.
[lpuBeneHHBIC AJITOPUTMBI OBUIM PEaTM30BaHbI
aBTOpPaMU C MCHOJb30BaHHEeM Oubinorexu Miracl. B
cly4ae  MpPOCTOr0  TONS  JJIMHA ~ MOJIYJA
npeoOpa3oBaHuii ObUTa BEIOpaHa 256 out. B ciyuae
pacCIIUPEHHOr0 TIONS B KA4eCTBE MOMYJS OBLI
BbIOpaH monmuHOM 191 crenenu. BenmnunHa okHa auis

T07I¢ U OJIHO OIEPALMH CKATAPHOIO YMHOXKCHH)s Ha ~ NPCABBIYHCICHNH B 000MX CIydasx —BbIOpaHa
6a30ByI0 TOUKY, KOTOPYI0 MOXHO BBINONHATH ¢ PABHOM 5. Bpems  npeiBblYMCICHMH — HE
MIPEABBIYUCIICHISIME, B TIporieaype ¢dopmupoBanus YIMTIBAIOCH npH H3MCEPCHUN BpEMCHHI
MONINCH, PAasTpy’kKaercs IpoleIypa INPOBEpKH  BBIMOTHCHHS oleparuii GOpMUPOBAHHS U MPOBEPKH.
noanucu. B Hell, B OTIMYNE OT IPYTruX CTaHAAPTOB, B ciayyae mpocroro mois  OHO  COCTABMIIO
Hafnpo4yb OTCYTCTBYET HanboJiee TPYyIOEMKas npubnusurensHo  2,2E+04 mkc, B ciaydae
omeparys CKalIsSPHOTO YMHOKEHHS Ha OTKphIThIi PacumupenHoro — 1,0 E+04 mxc.
kiod Q, KOTOpYIO 3aTpyJHHUTENBHO BBINOJHATH C

Ta6auua 2. CpaBHUTEIbHBII aHAJIN3 KOJUYECTBA ONepauuii NPOTOK0/10B HHUPOBOi MoAIHCH

ECPR I'OCT P 34.10 ACTY 4145 ECDSA
Oneparus ®opmu | IIpo- ®opmu | IIpo- ®opmu | IIpo- ®opmu | IIpo-
-poBa- | Bepka | -poBa- | BEpKa | -poBa- | BEpKa | -poBa- | BEpkKa
HHUE HUe HUe HUe
h(M) 1 1 1 1 1 1 1 1
72(x, y)modn 2 1 1 1 2! 1° 1 1
YMHOXeHuE B F), 3 1 2 2 2 1 2 2
MuBepcus B F), 1 1 - 1 - - 1 1
I'pynmnosoe
CJI0’)KEHHUE TOUEK - 1 - 1 - 1 1
9K
Ckansipaoe
YMHOKEHHUE 2 1 1 1 1 1 1 1
Ha P
CkansipHoe
YMHOKEHHE - - - 1 - 1 - 1
Ha O
Taduuua 3 CpaBHUTEIbLHbBI aHAJINU3 CKOPOCTH NPOTOKO0J10B HHGPOBOii moanucH
ECPR naag GF(p) | TOCT P 34.10 ECDSA napg ECPR nag GF2™) JACTY 4145 napg
nan GF(p) GF(p) GF(2™)

®opmu- |IIposepka|Dopmu- (IIposep- |Popmu- |IIposep-|Popmu- (IIpoBepka |Popmu- (I[IpoBepka

poBaHHe poBaHue [Ka poBaHHe |Ka poBaHHe poBaHue
Bpems, |[2,6E+08 |[1,4E+08 |[1,3E+08(5,0E+08 |1,3E+08 |5,2E+08|1,6E+08 |8,7E+07 8,0E+07 |2,4E+08
MKC

' B mponeype opMHUpOBAHHs OIMH Pa3 MCIIONB3YETCs ONEPAIHS 7T X OIMH a3 ONepalus IpeoOpa3oBaHus deMeHTa

nons F ,n B HHCIIO.

? B mpore/iype MpoBEPKH HCIIOMb3yeTCs OTIePAIIs PeodpasoBaHms IeMenTa onst F., B 4ucro.
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OKCHEpUMEHTHl NPOBOIWINCH Ha KOMIBIOTEPE
Dell Inspiron 16400 Intel(R) Core(TM)2 CPU T5600
@1.83GHz 987MI'u, 512 Mb O3Y. B Ttabauue 3
npuBeneHo BpeMsa BbinmonHeHus 100000 omepanuit
(dhopMHpOBaHUsI ¥ TPOBEPKH LUPPOBOH IMOAMUCH.

3. NPOTOKON KONNEKTUBHOW
noanmMcum HA OCHOBE ECPR

[IpoTokon 3mekTpoHHON HUGPOBOM MoOANHUCH C
npeaseruucienusiMu - ECPR  npeanoken ¢ 1enbro
YMEHBIIUTH TPYAOEMKOCTh OIlepanuu Bepupukamnum
MOANMKUCA B  KOPIIOPAaTHBHOW CETH 3a  CYET
YMHOXCHHS TOJHKO Ha 0a30BYH) TOYKY, KOTOPOE
MOXHO  BBIIOJIHUTH  C  MPEABBIUYKCICHUSIMHU.
MopaudurupyeM >TOT TPOTOKOJ JUIS pean3aIiif
KOJIJICKTHBHOM TTOATIHCH.

Brenem o603HaYCHHS:

P -6a3oBas ToUKa SIUITHNITHYECKON KPUBOIA;

[ - KOTUYECTBO TOTH30BATEIICH;

n- TOPAIOK IMKIWYECKOW TMOJATPYMIbl TOYEK
SJUIANITUYECKON KPUBOIA;

d; - CEKpETHBIH KITFOY i-TO TIOJIE30BATEIIS;

1
h — X3m—o0pa3 CooOIIeHNUS;
7(R)=Xgpmodn - BblICICHUE

TOYKU R=(Xp,Y;) DIIMOTUYECKON KPUBOM.

X-KOOPpAHWHAThI

[CeHepaIysi OTKPBITOrO KOJUICKTUBHOTO KITFOYA.
1. Kaxknprit i-it monws3oBatens (i=1..1) popmupyer
OTKPHITHIH KJIOY BUIA

Qi = _diP

2. KONIeKTUBHBIN OTKPBITHIA KITIOU BBIUUCISAETCS

KaKk CyMMa OTKpPBITBIX KIIOUeH rpynmel u3 [/
MOJIb30BaTeICH
/ /
0= Z 0 = Z —d.P
i=1 i=1
DopMHpOBaHKE KOJICKTUBHON IIOIIKNCH.
1. Kaxxmprit i-i TI0JIE30BATEIh (i=1.0)

PAcCUHMTHIBACT TOUKY R, CIEAYIOIIUM 00pa3oM:
a) BEIOMpAeT CIy4aiHblil mapamerp k;, 1 <k; <n,

ki
0) BBIYMCIISIET 3HAUCHHE #; = Imod n;

B) M TOUKY R, =1,P.
2. Ilo mpeacTaBIeHHBIM MOJIB30BATEISIMU TOYKAM
R, BBIUHCIAETCS 00IIast TOUKa

i
R:ZR:' =(Xg.Tg)
i=I

3. u3HaueHue w=7(R)=Xyzmodn.

4. ®opmupyercs Touka WR = (X, ) u
5. mepBasi 4acTh KOJUIEKTUBHOM MOIITUCH
r=n(x,y)=xmodn.

6. Kax it CBOH
napameTp s,

IOJB30BATCIIb  BBIYHUCIIACT

s; =(wk; + hd;)modn
7. ¥ IpeOCTaBISsIET €ro JUIS BBIYMCICHUS BTOPOH
JaCTH KOJUICKTUBHOMN MOINUCU

!
s=3Ys,
i=l

KonnexruBaoi MNOAMNMUCBHIO ABJISICTCA Iapa YHCCII

—(1,8).

HDOBCDKa KOJJICKTUBHOM DOAIIHCH.

!
1. IlpoBepsromuii BBYUCISAET XAMI-00pa3 h
o01m1ero cooOIeHus

t= i, modn
2. ¥ 3HaYCHUE .
3. Hcnonp3ys  OTKpBITBIA  KOJIJICKTUBHBIN
K04 QO , popMupyeT Touky P+ Q =(x,y)
4. u BBIYUCIISAET
v=7m(x,y)=xmodn

3HA4YCHHUC

5. Bem V=T,
O UTUHHOM.

TO TMOANHWCH IPU3HACTCA

OOO0CHOBaHHE KOPPEKTHOCTH MPEICTABICHHOTO
MPOTOKOJIA

[lockoneky Tpu  (QOPMHPOBAHHMH  IOANUCH
3Ha4YeHHe r onpezenseTcs (hopmynoit
! k
r=m(wR) = ﬂ(wZ—’P)
gl
b
a TpU TPOBEpPKE IMOANKCH TPOBEPOUHOE

BBIPA’XXCHUC tP+ Q AacT TOYKY WR

/
. D (wk; +hd,) ]

iP+Q :%P—ZdiP: P 3 d,P
i=1

! /

/ k. I
= w;jP+ Zd[P—;diP =,

i=1

EP: WR
= h

B UTOT'€ UMEEM:
v=x({tP+0Q)=7(WR) , uro COOTBETCTBYET T

pu OPMHUPOBAHUH TTOITUCH.

B kadecTBe ucTOYHMKa abeNeBON TPYMITBI M
PEIUIOKEHHOTO MPOTOKOJIA KOJIJIEKTUBHOM MOIMUCH
Ha ocHoBe ECPR MOXHO B35Th IpyHIly IWBHU30POB
TUTEP3JUIMITHYECKON KPUBOM.

OCHOBHOE  MPEUMYILUECTBO  HKCIOJNb30BAHUS
TUIEPIUIMITUYECKUX KPHUBBIX COCTOUT B TOM, 4TO
pa3Mep OCHOBHOTO MOJIS, HaJl KOTOPHIM OIpenecHa
KpUBasi, YMEHBUIACTCSI MPOMOPLHUOHANIBHO pOLY
KpUBOH 0€3 TTOTepH CTOHKOCTH, XOTs cama hopmyia
TPYIIIOBOTO CIOXKEHUS BRITJISLAUT 0OJIee TPOMO3IIKO.
I[lpu 3TOM pasmep UUPPOBON TOAMKMCH TAKKE
YMEHBIIACTCS] IPONOPLUUOHAIBHO POLY KPUBOH.

Moaudukaiuss NpOTOKOJa B O3TOM  Clydae
COCTOUT B 3aMEHE TPYIIBI TOYEK JJUIUMTHYECKOM
KpUBOH Ha IPyNIy TUBU30POB THIIEPAILTUNTHYECKOM
KpHBO# B (hopMyJIax MPOTOKOIIA.
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4. BbIBO[bl

Takum 00pa3oM, MPEUMYLIECTBO IPOTOKOJA
ECPR 3akmiowaercs B TOM, 4YTO U TIpH
¢dopmupoBannu 1 npu nposepke LI BeimonHseTcs
YMHOXKEHHE TOJIBKO Ha 0a30BYI0 TOUYKY, KOTOPOE B
KOpPIIOPAaTUBHOW CETH MOXET OBITh 3(PPEKTHBHO
BBITTOJTHEHO c NPEABBIYNCIICHUSMHU.
OKcnepuMeHTalbHas TNPOBEpKa IOoKasaga, 4YTO B
CPaBHEHUHU C M3BECTHBIMH aJrOpuTMaMu LU(POBOi
MOJIHUCH Ha DJUIMNTHYECKUX KPHUBBIX, TAKUMH Kak
ECDSA, ACTY 4145, TOCT 34.10, mpouenypa
dhopMupoBaHUs 3aMeUISACTCS MPUOIM3UTCIEHO B 2

pa3a, HO TIpoleAypa MpOBEPKH,  KOTOpas
BBIIIOJIHSACTCS ropaszo yarie, yCKOpsIEeTCS
mpuOIM3UTENHHO B 3-4 pasa.

IIpencraBieHHbIM B CTaThe MPOTOKOJI
KOJUISKTUBHOW NU(POBON MOANMKMCH, OCHOBAaHHBIN

Ha mpotokoie ECPR, 0asupyercs Ha cmocobe
¢bopMHUpOBaHMSI U TPOBEPKH  IOUIMHHOCTH
KOJUISKTUBHOW 1HM(POBON MOMMUCH C TOMOIIBIO
obmero oTkpeiToro kimoda. OH Takke HMeEeT
OOJIErYeHHYI0 MpOLERypy IpPOBEPKU IOATMHUCH.

Pa3Mep IMOAITNCH HEC YBCINYNUBACTCA
OpOImoOpHUHUOHATIBHO quciy oA CaBIINX
Y4aCTHUKOB, a B ci1ydac MIPUMCHCHUA

THIEPAIUIMITHYECKUX KPUBBIX AA)K€ YMEHBIIACTCS
MPONOPLUOHAIIEHO POAY KPUBOH.
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Abstract: In this paper the modified algorithms of the individual and collective digital signature on elliptic curves with

fast verification for a corporate network are offered.
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The analysis of digital signature protocols on
elliptic curves such as ICTY 4145, GOST P 34.10,
ECDSA, ECSS, EC-GDSA, EC-KCDSA  has
shown, that in procedure of verification of the
signature in all listed protocols have operation of
scalar multiplication of open key Q by number. As
use of precomputation senselessly, as unlike base
point P which is uniform for all subscribers of the
corporate network, open key Q at everyone the was
mentioned earlier, for this operation.

The main idea of the approach offered by authors
— to leave from multiplication of open key Q to any
numerical multiplier. In Table 1 one of variants of
realization of the similar approach, modified digital
signature  protocol on elliptic curve with
precomputation (ECPR) is given.

Designations in table: — h('vl)-hash-function, 7.

function allocation Xmodn
The defining parity for the offered protokol
report looks as follows:

(wk +ed) wk

P+Q="Kp, gp_ap-p
e e

Apparently from procedure of formation of the
signature

wk
r=z(—~P)
e .
Accordingly in procedure of verification
wk
vV=r(—P)
€

Hence, values r and v are equal, if messages and

signatures in both cases are identical.

Due to addition of one operation of multiplication
in the finite field, one operation of inversion in a
finite field and one operation of scalar multiplication
to a base point which can be carried out with
precomputation, in procedure of forming of the
signature, procedure of check of the signature
unloads. In it, unlike other standards, at all there is
no the most labour-consuming operation of scalar
multiplication to open key Q which is inconvenient
for carrying out with precomputation in a corporate
network.

The presented protocols have been realized by
authors with use of library Miracl. In case of a prime
field the length of the module of transformations has
been chosen 256 bits. In case of the extended field as
the module the polynomial of 191 degrees has been
chosen. Experiments were conducted on computer
Dell Inspiron 16400 Intel (R) Core (TM) 2 CPU
T5600 @1.83GHz 987MHz, 512 MB of the RAM.

Thus, for all protocols over a prime field we lose
approximately two times in procedure of formation
of the signature, but thus we win four times at
verification of the signature. For protocols over a
extended field a prize at verification is
approximately 2,75 times. These parameters can be
improved if to increase a window of
precomputation.

The resistance analysis of ECPR protocol in
relation to attack to the connected keys, attack at a
reuse of a single key, an existential forgery, attack
under condition of presence of the several signed
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messages had been lead by authors. The analysis has
shown that the given protocol does not concede on
resistance to the standardized reports and in some
cases is more proof due to complication of formation
signature procedure.

Table 1 Modified digital signature protocol
on elliptic curve ECPR

Forming digital signature

Input: elliptic curve C, secret keyd, open key
Q=-dxP, base point P , order of base point n,
message M.

Output: digital signature <I’,S> for message M .

1. e=h(M)modn;
2. Generate random K € {l,..., n-— 1} ;

k
t=—modn;
e

R=txP;

w = 7z(R) mod n;
(X,y)=wxR=(Wxt)xP;
r=z(X,y)modn;
s=(wk+ed)modn.

© N o s~ w

Verification digital signature

Input: elliptic curve C, open key Q, base poin P,
order of base point n, digital signature <I’,S> for

message M .
Output: digital signature right or wrong.

1. e'=h(M)modn;

2. tzs—'modn;
e

(X, y)=txP+Q;
vV =7(X,y)modn;

5. r'=v

We modify this protocol for realization of the
collective signature.

Let

P — base point of an elliptic curve;

I — number of users;

N_ the order of a cyclic subgroup of points of an
elliptic curve;

di_ a secret key of i-th user;
h — a digest of the message;

7(R)= X,modn

detachment of x-

coordinate of point R = (XR’YR)

curve.

of an elliptic

Generation of the open collective key.

1. Each i-th user (i=1.. |) forms the open key of a
kind

Q =-dP

2. The collective open key is calculated as the
sum of the open keys of group from I users

QZZQi :Z—diP

Forming of the collective signature.

1. Each i-th user (i=1.. ) calculates a point R; as
follows:

a) chooses random parameter k;, 1<k; <n,

K
b) calculates value t; = Flm()d n;

c¢) and a point R; =t;P .
2. On the points R; presented by users the general
point

|
R=D"Ri=(Xg,Yr)
i=1

3. and value W=7(R)=Xgmodn are

calculated.
4. The point WR = (X, Y) and
5. the first part of the collective signature
r=z(x,y)=Xmodn
are formed.

6. Each user calculates the parameter S
S; = (wk; + hd,)modn

7. and gives it for calculation of the second part
of the collective signature

|
s=>s,

=l
The collective signature is the pair numbers (1, s).

Verification of the collective signature.

1. Verifier calculates a digest h"of the general
message

t= imod n
2. and value h' .
3. Using the open collective key Q, forms a
point tP +Q = (x, y)
4. and calculates value V= 7(X,y) = Xmodn,
5.1f V=T | the signature is right.

Use of the offered protocols will allow to
increase by the order speed of procedure of
verification of the digital signature.
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