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Abstract: During the last decades, Digital Signal Processing techniques and devices have undergone an impressive 
evolution that led their performance to increase manifold. One of the fields that has greatly benefited of this evolution is 
that of instrumentation and measurement. DSP-based techniques are presently the most employed techniques in indus-
trial and scientific measurement applications, so that modern instruments are actually computers with dedicated inter-
faces and dedicated software. The full exploitation of the computing features has led to the development of the Virtual 
Instruments, and, more recently, to the development of Distributed Instruments. This paper is aimed at briefly discuss-
ing the architecture of the modern Virtual, Distributed Instruments, some of their most significant applications and the 
major metrological problems raised by these systems. 
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1. INTRODUCTION 
One of the most impressive technical evolutions, 

during the last decades, has been, quite likely, that of 
Digital Signal Processing, in its broadest meaning: 
all devices involved in DSP applications, from the 
Analog-to-Digital (AD) and Digital-to-Analog (DA) 
Converters, to the storage and computing devices, 
have manifold increased their performances, and the 
mathematical theory of the discrete-time signals has 
developed as well by proposing new, faster algo-
rithms for signal analysis in the different possible 
domains. 

Several fields received great benefit from this 
evolution. One of them is, for sure, that of measure-
ments and instrumentation. The major advantage 
carried by the DSP application to measurements was 
the capability of extracting the required measure-
ment information from the signals in a straightfor-
ward way, without the need for any additional con-
version into a different physical phenomenon (as it 
was the case of the old electromechanical instru-
ments). A significant example of these benefits is 
given by the characterization of magnetic materials 
[1], for which the analog techniques required long 
and cumbersome procedures and showed little accu-
racy. 

During the pioneering stage of the application of 
the DSP-techniques to measuring instruments, in the 
late ‘70s, the only available computing devices were 
the microcomputers. These devices allowed one to 

implement only simple measurement algorithms, 
though the implementation itself was not simple at 
all, especially if real-time applications were needed: 
the algorithms had to be coded in assembler lan-
guage, and the available hardware resources had to 
be fully exploited, thus requiring good skills in com-
puter science to the measurement experts. Moreover, 
the way these new instruments were interfaced to the 
operator was totally different from that of the more 
traditional instruments, and this could potentially 
bewilder the operators. 

When the first PCs burst into the technical and 
scientific community, with their user-friendly inter-
face, some pioneering attempts to exploit these fa-
cilities in the development of Personal Instruments 
were made [2], opening the way to the far more ef-
fective architecture of the Virtual Instruments [3]. 

The turning point was reached when the modern 
computers overperformed the strict requirements of 
the DSP algorithms, and a significant amount of 
computational capability was still available after 
having executed the measurement algorithms. These 
available resources were used to develop a user-
friendly graphical interface, so that the operators 
could access a virtual front panel absolutely similar 
to the traditional ones, to which they were used. 
Moreover, a graphical interface was also added for 
implementing the measurement algorithm, thus 
changing the development of DSP-based instruments 
from a difficult task for skilled programmers into a 
game-like graphical exercise. The Virtual Instrument 
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Fig. 1 - Block diagram of a modern DSP-
based instrument: T&C: Transducer and 
signal conditioning; ADC: AD conversion 
unit; Mem: storage memory; Comp: DSP 

device; Interf: man-machine interface; Net 
Int.: interface to the network 

(VI) have become a reality, and measuring instru-
ments have evolved from a dedicated hardware 
structure to a general purpose computer structure, 
equipped with dedicated interfaces (the AD convert-
ers) and dedicated software. 

This structure can now fully exploit the most re-
cent evolution of nowadays computers: their capa-
bility of being easily connected together into a net-
work of cooperating resources. This means that any 
computer, on which a VI is running, can be con-
nected to any other computer, on which another VI 
is running, and becomes a part of a larger cooperat-
ing system of Distributed Instruments. 

The possible applications of this distributed ar-
chitecture of instruments are practically countless. 
Some of them have been already implemented in 
different areas, from electric power quality meas-
urements, monitoring and diagnostic systems, to en-
vironmental measurement obtained by means of a 
dedicated sensor network. 

The hidden face of the moon is that these meas-
urement systems pose a number of new metrological 
issues when we try to answer the basic question of 
the measurement science: how accurate is the meas-
urement result we get from these measuring archi-
tectures? 

This paper, after shortly discussing the architec-
ture of the modern Virtual, Distributed Instruments, 
will show some significant applications and will 
discuss the major metrological problems met in the 
characterization of these systems. 
 

2. VI STRUCTURE 
A modern measurement system, based on DSP 

techniques and structured according to a VI archi-
tecture, can be represented [4] by the block diagram 
shown in Fig. 1. The following main blocks can be 
identified. 
 Transducer and Signal Conditioning (T&C) 

block, that adapts the input signals to the subse-
quent AD conversion block and pre-filters the in-
put signals to avoid possible aliasing effects. 

 The AD conversion unit (ADC), that converts the 
input, continuous-time, analog signals into dis-
crete-time signals, with the resolution and sam-
pling rate required by the characteristic of the in-
put signals to ensure a correct execution of the 
measurement algorithm. 

 The storage memory (MEM), where the samples 
of the discrete-time signals are stored, after the 
AD conversion stage, for further processing. 

 The computing unit (Comp), that processes the 
stored samples of the discrete-time signals in or-
der to execute the measurement algorithm and 
provide the required measurement result. 
The four blocks shortly described above define 

the architecture of a generic DSP-based instrument, 
within which any measurement process can be seen 
as one that extracts the desired information from the 
input signals by means of DSP-techniques [4]. 

The innovation that this architecture brought into 
the measurement science and practice was the dras-
tic modification in the traditional measurement 
paradigm, that associates a single, dedicated meas-
uring device to each measurement process. On the 
other hand, with DSP-based systems, a measurement 
process is associated with a dedicated algorithm im-
plemented on the same general purpose architecture 
described by the four blocks above recalled. There-
fore, the same hardware structure can perform to-
tally different measurement procedures by simply 
uploading a different program. 

The major drawback of these architectures, when 
they were first introduced, was the unfriendly man-
machine interface, with limited or nil graphical fa-
cilities, and the need of good programming skills to 
implement the measurement algorithms. 

If the computational power of the computing unit 
is not fully exploited by the measurement algorithm, 
and some resources are left to run other concurrent 
tasks, the general purpose architecture described by 
the aforementioned four blocks can be specialized 
into a VI architecture [4] if a dedicated man-ma-
chine interface (Interf block in Fig. 1) is added, 
whose task is that of providing a user-friendly front 
panel and a user-friendly programming interface. 

In particular, a user-friendly front panel is ex-
pected to provide a graphic representation, by means 
of dedicated icons, of the conventional controls 
(buttons, selectors, knobs, …) and indicators (nu-
merical displays, gauges, scope-like displays, leds, 
…), that are familiar to the operator and can be vir-
tually operated in the same way as the real controls 
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and indicators. 
Moreover, a great flexibility is offered to the VI 

designer, since dedicated front panels can be de-
signed, merging, partially or totally, the functionality 
of different traditional instruments to implement the 
desired measuring features in a very efficient way: 
only the controls and indicators that are necessary 
for the required function are employed, and the op-
erator attention is not distracted by unnecessary 
controls and indicators. Fig. 2 shows an example of 
front panel, for a VI dedicated to detect transient 
disturbances on the supply voltages of an electric 
customer [5]. 

As for the programming interface, the full exploi-
tation of the graphical programming techniques has 
led to an impressive simplification of the definition of 
the measurement procedures by means of object-ori-
ented , data-driven techniques [4]. 

The main advantage of this programming tech-
nique is that it allows the programmer to describe 
the measurement procedure without any need for a 
conventional procedural programming language, that 
looks generally rather obscure to people that are not 
computer scientists and engineers. On the other 
hand, visual programming allows one to represent 
data and operations by icons, so that the measure-

ment procedure is described by drawing a procedural 
diagram (the block diagram) that defines data de-
pendencies and operations to be performed. The 
nodes of the diagram represent high-level opera-
tions, such as DSP blocks, visual data presentation, 
peripheral management, …. Each node is visually 
represented by a dedicated icon, showing input and 
output connections that allow receiving and deliv-
ering operands and results, respectively. Directed 
paths represent the data dependencies among opera-
tions [4]. 

Modern graphic languages for developing VIs of-
fer incredibly huge libraries of high-level functional 
blocks, so that implementing a VI really looks like a 
game-like graphical exercise. The most interesting 
feature, from the point of view of the measurement 
expert, is that the measurement procedure graph 
drawn using a graphic language coincides with the 
conventional block diagram that the measurement 
engineer is accustomed to draw to describe the over-
all measurement procedure, as well as the signal 
paths inside the instrument. Therefore, any meas-
urement expert can design a dedicated VI with a 
very limited extra training, since the conventional 
block diagram, drawn by means of a proper graphi-
cal interface, is automatically translated into the 
program implementing the VI itself. Fig. 3 shows a 
particular of the block diagram of the VI whose front 
panel is shown in Fig. 2. 

As already mentioned, a VI architecture such as 
the one described here can be seen as a computer 
equipped with dedicated hardware peripherals and 
dedicated software. If we now think of the modern 
computers, we immediately realize that it is impos-
sible to think of nowadays computers without 
thinking them connected to a WAN, such as Inter-
net. Almost every computer is equipped with an in-
terface to the network and with dedicated routines 
that connect it to other computers over the network 
in a simple and straightforward way. In this vision, 
each single computer can be seen as the single unit 
of a network of units that are sharing resources and 

b)

a)

Fig. 2 - a): Example of front panel of a VI for 
detecting transient disturbances of the supply 

voltages of an electric customer;  
b) detected disturbance  

Fig. 3 - Block diagram for the disturbance 
detection algorithm of the VI shown in Fig. 2.
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cooperating to find the best solution to a given 
problem. 

This same paradigm can be applied to the modern 
VIs that, once equipped with an interface to a LAN 
or WAN (block Net Int. in Fig. 1), can be connected 
to other VIs and realize a network of sensing units 
that share their resources and cooperate to imple-
ment a measurement procedure. 

Distributed Instruments are hence obtained and 
represent the last frontier of the modern instruments. 
As it will be shown in the next sections, they can be 
employed to implement several measurement proce-
dures, ranging from a modern reinterpretation of re-
mote measurements, where a remote unit broadcasts 
its measurement results to a central unit over Inter-
net, to more complex applications, such as remote 
calibrations or environmental monitoring by means 
of hundreds or thousands of smart sensors spread 
over a wide area, connected together and to a central 
unit that collects the measured data of all monitored 
quantities. 

 
3. SOME APPLICATIONS 

The number of applications of the modern dis-
tributed measurement systems is virtually infinite, 
and steadily growing as the employed technology 
evolves and makes new applications technically fea-
sible and cost effective. The following examples 
cannot, therefore, represent an exhaustive list of the 
possible applications: they are only aimed at giving 
the reader a flavor of some of the most significant 
possible applications and also the new metrological 
problems that these systems have brought into light. 

 
3.1 REMOTE MEASUREMENT SYSTEMS 

Remote measurement systems have been exten-
sively used for a long time, mainly to monitor large 
plants, such as electricity, water and gas distribution 
networks. Measured data were generally broadcasted 
on a private network, or on a dedicated line of a 
public network (such as telephone lines or radio 
channels). The measured data could be accessed 
only from the central unit to which data were broad-
casted. 

The main advantage of network connected in-
struments is that measured data can be accessed 
form virtually any point connected to the network, 
provided the necessary authorization is granted to 
the user. Therefore, the measured data are not con-
fined to a single central location, but are available 
from any location. As far as large plant monitoring 
is concerned, the main advantage is that there is no 
need to guard the system from a definite location: 
the person on duty to monitor the system and take all 
needed action in case of alarm can do this even from 
home, for instance during the night or holidays. 

When the measured data are related to quantities 
of public interest, such as meteo-related quantities 
(temperature, humidity, wind speed, etc.) they can 
be made accessible to public in a quite immediate 
way, by posting them on a dedicated web page. 
Similarly, data measured in large scientific experi-
ments (such as those concerned with the physics of 
the elementary particles) can be accessed by scien-
tists from everywhere around the world, without the 
need for being physically present to the experiment. 

The most interesting evolution of the remote 
measurement systems is probably the implementa-
tion of remote laboratories for didactic purposes. 
E.learning is one of the keywords of the modern 
education system, since it offers the possibility of 
spreading knowledge also where the potential stu-
dents cannot attend, for any kind of reasons, tradi-
tional classes. 

Instrumentation and measurement is a very pecu-
liar subject, because it cannot be fully understood if 
students cannot practice the studied concepts during 
lab classes. Virtual, distributed instruments do repre-
sent the solution to this problem, since different ex-
periments can be implemented in different locations, 
gathered in a unique virtual lab through a suitable 
portal, and made accessible to students through a 
simple browser. Several applications are already 
available [6-9], and some of them are now currently 
used [8, 9]. 

 
3.2. DIAGNOSTIC TOOLS FOR COMPLEX 

SYSTEMS 
Diagnostic systems can be seen as an evolution 

of the monitoring systems. In fact, whenever the 
monitoring system detects deviations, in the meas-
urement quantities, from the optimal values, it can 
activate, locally or centrally, dedicated diagnostic 
routines, capable of detecting anomalies in the be-
havior of the single components before they evolve 
into faults [10]. 

In complex systems, the diagnosis issue becomes 
far more critical, since potential problems might be 
caused not only by anomalies or latent faults in the 
single components, but also in possible incompati-
bilities between a single component and the rest of 
the system. Of course, it would be advisable to de-
tect all possible problems before installing the com-
ponent and operate it. 

Simulation tools are quite helpful, and several 
advanced tools are now available for simulating very 
large and complex systems [11]. However, unpre-
dictable problems are generally unveiled by simula-
tion, and can be discovered only by experimental 
tests. 

A good intermediate solution is to include ex-
perimental data inside the simulation, according to 
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the so-called “hardware-in-the-loop” solution [11]. 
If measurement results can be broadcasted and the 
measurement set-up can be changed from a remote 
location, a real component can be operated remotely, 
for instance at the manufacturer site, with the test 
conditions given by the simulator of the whole sys-
tem, and the data measured on the real components 
can be fed back to the simulator, to check whether it 
may create problems to the whole system or not 
[12]. The advantage, especially economical, of this 
solution is quite evident. 

 
3.3. REMOTE CALIBRATION 

The periodical calibration of the instruments is 
not only recommended by the good practice of 
measurement, but is also imposed by several na-
tional and international Standards. The most impor-
tant recommendation is the one included in the ISO 
Standards of the 9000 series, that require the peri-
odical calibration, performed by an accredited labo-
ratory, of all instruments employed in the production 
process monitored by the quality procedures. 

This periodical calibration has generally a non-
negligible cost, not only because of the calibration 
fee paid to the calibration lab, but mainly because of 
the cost of not having the instrument available for 
the whole period required by the calibration, in-
cluding the shipping time of the instrument to and 
from the calibration lab. 

A significant cost reduction would be possible if 
the calibration laboratories could ship a traveling 
standard to the customer that had required a calibra-
tion and both the traveling standard and the instru-
ment to be calibrated were accessible over Internet. 

Prototypes of the traveling standards [13] and the 
VIs for accessing it and the instrument under test 
[14, 15] are already available. The most critical part 
of this whole process is, of course, data security, 
since the process must be always under control of 
the calibration laboratory, and the operations per-
formed by the customer must be limited to a mini-
mum: the connection of the traveling standard to the 
instrument to be calibrated, the connection of both 
them, through a standard interface, to a PC con-
nected to Internet, and the connection, through a 
browser, to a dedicated web page at the calibration 
lab site [14]. 

A possible solution to the security issue is the use 
of the mobile, multi agent technique [14, 15]. In this 
way, the routines that control the traveling standard 
and the instrument to be calibrated, and read the 
measured values are uploaded on the local PC di-
rectly from the lab site, and no local operation is re-
quired at the customer site. In other words, the cali-
bration lab gains full control of every operation per-
formed on the instrument under calibration, and the 

calibration procedure is protected against any mali-
cious attack. 

 
3.4. NETWORK OF COOPERATING IN-

STRUMENTS 
The most intriguing evolution of the Distributed 

Instruments leads to the networks of cooperating in-
struments. 

The idea of such networks comes from the need 
to monitor very large and complex systems, from the 
natural ones, such as the environment, to the artifi-
cial, man-originated ones, such as, for instance, the 
electric grid. 

The ultimate monitoring goal is the real-time es-
timation of the system status, so that anomalous, 
dangerous evolutions can be anticipated and, possi-
bly, avoided. This requires the simultaneous analysis 
of physical quantities in virtually every node of the 
system. Moreover, the optimal representation of the 
system, under the different conditions, may require 
different measurements. Therefore, the employed in-
struments must be capable of exchanging informa-
tion among each other and adapting their measure-
ment procedures to the modified system conditions. 

Two applications can be considered, as signifi-
cant examples of cooperating instruments: electric 
power quality monitoring and environmental moni-
toring. 

In nowadays electric systems, due to the ever in-
creasing diffusion of electronic non-linear and time-
variant loads and the diffusion of small generating 
units (mainly small photo-voltaic and wind-turbine 
generators), periodic and transient disturbances are 
injected in the network, so that  the quality of the 
voltages supplied by the Utilities and the quality of 
the currents consumed by the customers are rapidly 
deteriorating.  

The only effective way to detect the injected 
disturbances and identify the source injecting these 
disturbances is the simultaneous measurement of 
several quantities and indices on all lines supplying 
and leaving the network nodes, and process them to 
quantify how far each single line contributes to 
power quality deterioration [16, 17]. 

This result can be attained if the instruments em-
ployed to measure the quantity and indices related to 
each single line can communicate with each other, 
synchronize the measurement periods and broadcast 
the measurement results to the post-processing unit 
for the determination of the final power-quality indi-
ces [16]. 

Environmental monitoring is among nowadays 
priorities of the developed Countries, to ensure a 
sustainable development with a reduced impact on 
the environment, and monitor the evolution of natu-
ral phenomena to warn the population against the 
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possible risks of calamities. 
This task requires a large number of sensing 

unites, dispersed over the monitored area, that com-
municate with each other and a central unit that col-
lects and processes the incoming data [18-20]. 

Due to the generally broad extension of the area 
to be monitored, a number of new problems must be 
solved, concerned, for instance, with the low energy 
consumption required for each unit, the automatic 
search for the best path for transmitting the meas-
ured data, the automatic reassignment of the tasks of 
a faulty unit to the safe ones with a minimum down-
grade of the overall network performance. 

The solution of these problems is the present 
frontier of the modern Distributed Instruments [18-
20] and requires great skills in both measurement 
and computer science. 

 
4. METROLOGY ISSUES 

According to the previous sections, implementing 
a VI and networking different VIs to form a distrib-
uted system is a relatively simple task, due to the 
availability of user-friendly interfaces for both cre-
ating a very efficient front panel and programming 
the measurement procedure, and the availability of 
very large libraries of measurement functions based 
on DSP techniques. 

Very often, this relative ease leads to the apparent 
conclusion that implementing a VI does not require 
any particular knowledge of the mathematics of the 
discrete-time signals and systems. This is a very 
dangerous conclusion, since the mathematics of the 
discrete-time signals and the implications of the 
sampling theorem are quite complex and not imme-
diate to understand. The same sampling strategy 
may lead either to correct results or to gross mis-
takes for almost negligible changes in the measure-
ment conditions. The consequences of the spectral 
leakage may be as dramatic as those of the aliasing 
[21], though they are often not considered by several 
measurement practitioners that have only a superfi-
cial knowledge of the mathematics of the discrete-
time signals. 

 Moreover, the relative ease of implementing any 
measurement procedure also hides the complexity of 
evaluating the measurement uncertainty. It is well 
known that uncertainty expression and estimation is 
the most important task in metrology, since a meas-
urement result is totally useless if it is provided 
without its associated uncertainty [22]. 

When the measurement result is obtained by 
means of a complex processing of a large number of 
samples, the final measurement result can be consid-
ered as the result of an indirect measurement, where 
each sample represents each directly measured 
quantity. The evaluation of the uncertainty associ-

ated to the final result, starting from the estimated 
uncertainty values for each single sample, is not an 
immediate task, both from a theoretical and a practi-
cal point of view. 

Moreover, the present reference Standard [22] 
has been worked out when the DSP techniques were 
at a very early stage of development, and did not 
consider the problems posed by the digital instru-
ments. Trying to apply its recommendations to the 
modern, complex systems may result in a cumber-
some and unreliable procedure. 

A more general mathematical approach to the 
problem than the one suggested by [22] has been re-
cently proposed, and seems to be quite promising 
[23, 24]. However, the problem of the metrological 
characterization of the complex VIs is far from be-
ing solved and must be carefully considered by de-
velopers and users of such systems. 

Distributed measurement systems pose an addi-
tional problem, that may become critical when si-
multaneous measurements are required in the differ-
ent locations of the single measurement units of the 
distributed system: the synchronization of the differ-
ent units in the system. 

A good synchronization of the different clocks 
can be obtained using a GPS signal. However, this 
does not prevent the possible problems coming by 
the net latencies if data are transmitted over a public 
network, such as Internet. Once again, the most 
critical problem is how to estimate the contribution 
given by the possible latencies to the final measure-
ment uncertainty. Although the problem has been 
addressed, we are still far from a satisfying universal 
solution [25]. 

 
5. CONCLUSION 

The above sections have provided a brief survey 
of the main characteristics of the modern Virtual, 
Distributed Instruments and some significant exam-
ples of their possible applications. 

It can be concluded that these measuring systems 
combine the most important advantages offered by 
the DSP techniques and AD conversion devices, and 
the modern visual programming techniques, thus 
virtually changing any computer into a powerful 
measuring instrument. 

The main feature of these measuring systems is 
the relative ease with which complex measurement 
procedures can be implemented, the system can be 
operated and the results displayed or transmitted to a 
remote location for further processing. 

The main problem posed by these same systems 
is their metrological characterization. Uncertainty 
estimation, though mandatory, is still far from being 
a known, universally accepted task. A lot of work is 
still required to the experts to find a suitable, theo-
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retically and practically sound solution to this prob-
lem.  

In conclusion, the modern virtual, distributed in-
struments provide a technically and economically 
viable solution to several measurement problems 
that appeared to be unsolvable only a few years ago. 
Their only drawback is that, until the metrology is-
sues addressed in the previous section 4 are not 
solved, the more complex the measurement proce-
dures become, the less we know about how accurate 
is the solution they provide. Being aware of this 
problem is a first step to avoid an incorrect use of 
the measurement results. 
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