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Abstract: Intrusion detection techniques are of great importance for computer network protecting because of
increasing the number of remote attack using TCP/IP protocols. There exist a number of intrusion detection systems,
which are based on different approaches for anomalous behavior detection. This paper focuses on applying neural
networks for attack recognition. It is based on multilayer perceptron. The 1999 KDD Cup data set is used for training

and testing neural networks. The results of experiments are discussed in the paper.
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1. INTRODUCTION

The rapid and extensive growth of Internet
technology increases the importance of protecting
computer networks from attacks. In the last years the
number of network attacks has been raised very
promptly that has led to significant problems in
different companies. For instance some companies
like Yahoo were attacked by DoS (denial of service),
costing them millions of dollars.

Intrusion detection systems (IDS) are used as a
computer network security tool and permit to alert
an administrator in case of attack. The main goal of
IDS is to detect and recognize network attacks in
real time. Nowadays there exist different approaches
for intrusion detection. It is signature analysis, rule-
based method, embedded sensors, neural networks,
artificial immune systems [1, 2, 3, 4, 5, 6] and so on.
The most of these IDS can detect the known attacks
and have poor ability to detect new attacks.

In last years a neural network techniques have
been applied and investigated for intrusion detection
[7, 8,9, 10] Such approaches are based on different
strategies. So, one of them for anomaly detection use
analysis of the audit records, produced by the
operating system [8]. The other one is based on
network protocol analysis [9].

Among the most wide-spread neural networks are
feedforward networks, namely multilayer perceptron
(MLP). This network type has been proven to be
universal function approximator [11]. Another
important feature of MLP is the ability to
generalization. Therefore MLP can be powerful tool
for design of intrusion detection systems.

This paper presents applying of neural networks
for intrusion detection through an examination of
network traffic data. It has been shown that denial of
service and other network-based attacks are
presented in the network traffic data. Therefore
using neural networks permits to extract nonlinear
relationships between variables from network traffic
and to design real-time intrusion detection systems.

We describe the intrusion recognition system,
which is based on MLP.

The rest of the paper is organized as follows. The
section 2 describes attack classification and training
data set. In the section 3 the intrusion detection
system is described, based on neural network
approach. Section 4 presents experimental results.
Conclusion is given in section 5.

2. ATTACK CLASSIFICATION AND
KDD DATA SET

An event is a minimal unit with which modern
protection tools operate. As soon as event breaks a
policy of security, it at once is considered as a part
of attack. Action or sequence of the connected
actions of the intruder resulting in realization of
threat by use of vulnerabilities is called attack to
information system.

There are various types of attack classifications.
For example, division into passive and active,
external and internal attacks, deliberate and uninten-
tional. It should be mentioned that many models of
attacks are currently well known: “one—to—one” or
”one—to—many”’, i.e. attack proceeds from one point;
”many-to—one” and  “many—to—many”, i.e.
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distributed or coordinated attacks; hybrid attacks
also named the blended threat [12].

In the 1998 DARPA intrusion detection
evaluation program, an environment was set up to
acquire raw TCP/IP dump data for a network by
simulating a typical U.S. Air Force LAN. The LAN
was operated like a true environment, but being
blasted with multiple attacks [13]. In 1999 sample
data set of network traffic was presented at KDD’99
conference [14].

Attacks can be classified on the purposes of
intrusion. Some of this categories were used in KDD
data set [12, 14]:

Remote penetration, R2L — attacks which allow
to realize the remote control of a computer through a
network: unauthorized access from a remote
machine.

Local penetration, U2R — the attack resulting in
assigning of non-authorized access to the site on
which it is started, unauthorized access to local
superuser (root) privileges.

Remote denial of service, DoS — attack which
allows to break functioning of system or to overload
a computer through Internet.

Local denial of service, DoS — the attack,
allowing to break functioning system or to overload
a computer on which it is realized. An example of
such attack is the hostile applet which loads the
central processor an infinite cycle that results in
impossibility of transaction processing of other
applications.

Scanners, probing — analysis of the topology of a
network, services accessible to attack, carrying out
search of vulnerabilities on network hosts.

Sniffers — programs which ”listen” to the network
traffic. Using these programs it is possible to search
automatically for identifiers and passwords of users,
the information on credit cards, etc.

KDD database consists of 4940210 records
where every record describes one TCP/IP
connection. Only 20% of records represent normal
connections. A connection is by a sequence of TCP
packets during a duration whose starting time and
ending time are both well defined, and data flow
during this duration from a source IP address to a
target [P address under some well defined protocol.
Each connection is labeled as either normal or
attack. In the latter case, the connection should be
with exactly one specific attack type.

For each TCP/IP connection, 41 various
quantitative and qualitative features were extracted
[14]. This features can be divided into three
categories: intrinsic features, 1. e., general
information related to the connection; traffic
features, i. e., statistics related to past connections
similar to the current one e. g., number of
connections with the same destination host or

connections related to the same service in a given
time window or within a predefined number of past
connections; content features, i. e., features
containing information about the data content of
packets that could be relevant to discover an
intrusion [15]. Each connection record consists of
approximately 100 bytes.

3. SYSTEM DESCRIPTION

Two approaches to intrusion detection are
currently used. The first one, called misuse detection
is based on the knowledge of attacker behavior.
Intrusion detection system compares current network
activity with the known patterns of behaviors of
attackers attempting to penetrate the system. The
second one, called anomaly detection involves
identifying activities that vary from established
behavior of users, or groups of users. Anomaly
detection though is often highly difficult, as it must
be tailored system to system, and sometimes even
user to user, as behavior patterns and system usage
can vary widely [12, 9, 16] .

Let’s examine the block-diagram of the intrusion
detection system (Fig. 1). It consists of several
stages. At the beginning the system reads traffic data
and sends it to the preprocessing module. The task
of preprocessing module is to collect necessary data
for neural networks from network traffic.

Preprocessing,
—> feature - MLP | , Attack
extraction type

Fig. 1 - Block diagram of the network trattic
processing Simplified IDS structure

Our intrusion detection system uses its own
sniffer based on WinPCap driver to collect raw
traffic data [17]. WinPCap is Windows port of
UNIX pcap and is used for sniffing of network
devices. It provides gathering data from IP, TCP,
UDP, ICMP protocols. Every packet we receive
from WinPCap has its header and body. The system
analyzes the header data and calculates the
parameters of TCP-connections. Every incoming
and outgoing packet is analyzed and its parameters
are added to the connection parameters. The
following set of parameters of TCP-connections
(Table 1) are selected by preprocessing module for
training and testing of neural networks, like it is
shown in Tables 3-5.

Such a system permits to identify and recognize
the network attacks.

Let’s consider the neural network for recognition
of attack. This network is multilayer perceptron with
6 input units, 40 hidden units and 23 output units,
where the number of the unit with maximal value
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shows the type of recognized attack (Fig. 2). It
should be noted that one MLP for each service has
been used. The backpropagation algorithm is used
for MLP training.

X

duration —>

G @—:;ttackl ?
protocol —>@ e @—> Attack2?

flags —>@ @—PNormal?

Fig. 2 - MLP structure

The results of experiments are discussed in the
next section

4. EXPERIMENTAL RESULTS

To assess the effectiveness of the proposed

Table 2. Training data sets

Attack # of Total
Type normal samples
samples
auth 220 328
bgp 0 106
domain 3 116
ecoi 109 207
finger 468 670
ftp 190 407
ftp data 350 457
http 219 442
pop 3 79 202
private 180 458
smtp 79 99
telnet 219 513

Table 3. Identification and recognition statistics
depending on service

intrusion detection approach, the experiments were Service True False Recogn.
conducted on the KDD Cup network intrusion Alarms Alarms | Correctly
detection data set [14]. Training data sets for I auth 108 0 108
recognition of attack consist of normal samples and 100% 100%
attacks (Table 2) for each service. 2 bgp 106 0 0
Let’s examine the recognition of attack types . 100% 0%
(Table 3). Table 4 shows the statistic of recognition 3 courier 108 0 88
attacks depending on attack type for some services. 100% 81,48%
Table 5 shows the common results concerning attack | 4 csnetns | 126 0 100
recognition and detection for four categories. As can 100% 79,37%
be seen MLP network can recognize 94,49% attack. Setf 97 0 78
100% 80,41%
6 daytime 103 0 102
Table 1. Selected network traffic elements 100% 99.,03%
Feature Description Type 7 discard 116 0 89
name 100% 76,72%
duration length (number of cont. 7 domain 113 0 112
seconds) of the 100% 99,12%
connection 8 domainu | 0 0 0
protocol type | type of the protocol, e.g. | discr. 0% 0%
tep, udp, etc. 9 echo 112 0 89
service network service on the | discr. 100% 79,46%
destination, e.g., http, 10 ecoi 1253 0 1149
telnet, etc. 100% 91,7%
src bytes number of data bytes cont. 11 ecri 281049 0 280790
from source to 99,99% 99,90%
destination 12 efs 103 0 79
dst bytes number of data bytes cont. 100% 76,7%
from destination to 13 exec 99 0 99
source 100% 100%
logged in 1 if successfully logged | discr. 14 finger 200 3 180
in; 0 otherwise 99,01% 0,64% 90%
flags TCP/IP network flags discr. 15 ftp 414 3 409
97,41% 0,8% 98,79%
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Service True False Recogn. Service True False Recogn.
Alarms Alarms | Correctly Alarms Alarms | Correctly

18 host- 104 0 86 47 ssh 104 0 102

names 100% 82,69% 100% 98,08%

19 http 2364 220 2362 48 sunrpc 107 0 86
98,21% 0,36% 99,92% 100% 80,37%

20 http 443 | 99 0 81 49 supdup | 105 0 77
100% 81,82% 100% 73,33%

21 imap4 116 0 82 50 systat 115 0 92
99,15% 70,69% 100% 80%

22 irc 1 31 1 51 telnet 250 3 246
100% 73,81% | 100% 85,03% 1,37% 98,4%

23 isotsap | 115 0 96 52 tftp u 0 1 0
100% 83,48% 100%

24 klogin 106 0 82 53 time 103 2 103
100% 77,36% 100% 3,85% 100%

25 kshell 98 0 82 54 uucp 106 0 80
100% 83,67% 100% 75,47%

28 login 102 0 102 57 whois 110 0 90
98,08% 100% 100% 81,82%

29 mtp 107 0 83 58 X11 2 8 2
100% 77,57% 100% 88,89% | 100%

30 name 98 0 78 59739 50 |92 0 0
100% 79,59% 100% 0%

31 netbios | 99 0 0

dgm 100% 0% Table 4. Statistics depending on attack types

32 netbios | 102 0 82 Attack Count | Detected | Recogn.

ns | 100% 80,39% 1 back 2203 | 2192 2192

33 netbios 107 0 0 99.5% 100%

ssn 100% 0% 2buffer | 30 0 0

34 netstat 95 0 1 overflow 0% 0%
100% 1,05% 3 fip write | 8 2 2

35 nnsp 105 0 86 25%, 100%
100% 81,9% 4 guess 53 49 49

36 nntp 108 0 106 passwd 92,45% | 100%
100% 98,15% 5 imap 12 11 1

37 other 1602 93 1228 91,67% 9’09%
99.81% 1,65% | 76,65% 6 ipsweep | 1247 1236 1161

38 pOp_2 101 0 82 99,12% 93’93%
100% 81,19% 7 land 21 21 0
99,19% 97,54% 8 loadmod- | 9 0 0

40 printer 109 0 107 ule 0% 0%
100% 98,17% 9 multihop | 7 1 0

41 private 103500 2 83900 14,29% 0%
99,97% 0,03% | 81,01% 10 neptune | 107201 | 107177 | 86445

42 remote 120 0 101 99,98% 80,6%

job 100% 84,17% 11nmap | 231 205 99

43 rje 111 0 83 88,74% 48,29%
100% 74,77% 12 perl 3 0 0

44 shell 111 0 111 0% 0%
100% 100% 13 phf 4 5 B

45 smtp 122 28 120 50% 100%
97,6% 0,29% 98,36% 14 pod 264 259 0

46 sql_net 110 0 0 98,1 1% 0%
100% 0%
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Attack Count Detected | Recogn.
15 1040 1038 498
portsweep 99,81% 47,98%
16 rootkit 10 2 2

20% 100%
17 satan 1589 1578 1522

99,31% 96,45%
18 smurf 280790 | 280790 280790

100% 100%
19 spy 2 0 0

0% 0%
20 teardrop | 979 977 977

99,8% 100%
21 warez- 1020 427 427
client 41,86% 100%
22 warez- 20 17 16
master 85% 94,12%

Table 5. Identification and recognition statistics
depending on attack category

Category | Count | Detected Recognized
1 dos 391458 | 391416 370404
99,98% 94,62%
2 u2r 52 2 0
3,84% 0%
3121 1126 509 497
45,2% 97,64%
4 probe | 4107 4057 3280
98,78% 79,86%

5. CONCLUSION

This paper describes the applying of MLP for
attack recognition. In comparison with other
approaches the neural networks permit to design the
intrusion detection systems, which have ability to
training and working in real time. The experiments
have shown the efficiency of neural networks
techniques.
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