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1. INTRODUCTION

The modern computer networks are dynamically
changing objects. The number of network units and
servers are varied frequently, and also various
network applications are running there. These facts
cause the necessity in development of the new
approaches and mechanisms for the information
security in the computer networks. Any modifica-
tion in software/ hardware resources results in
changing of the accepted safety policy in computer
system, in arising of the backdoors in security
mechanisms and the new ways for information
leakage. [1,2]

The security department, which installed the
security mechanisms and are monitoring the
computer system operations, should perform the
adaptation of these mechanisms to new network
parameters and new resources usage. The creation of
the special supporting tools for security mechanisms
adaptation to the required safety policy in computer
systems and networks is rather actual scientific and
technical problem. [3,4]

2. METHODS AND MECHANISMS FOR
THE DATA SECURITY IN THE
COMPUTER SYSTEMS AND NETWORKS

There are several approaches to the development
and to the implementation of the security
mechanisms in computer systems and networks. A
methodological basis for their development is the
standards of the International Organization on

Standardization (ISO) and the standard models for
interaction in the open systems. [5,6]

In general, there are three main approaches to the
secured computer systems and networks design: [2]

1) development of the new secured computer
systems, in which all security mechanisms are
implemented during creation (the creative
approach).

2) updating the existing computer systems with
new security mechanisms (the additive approach).

3) development of the security mechanisms and
modules, that realizes the functions of data safety
insurance, and their adaptation to the security
mechanisms that are already used in the computer
systems and networks (the adaptive approach).

The adaptive approach eliminates some short-
coming of the two other approaches, and inherits the
advantages of the additive (the compatibility with
standard software), and the creative approaches.
Fig 1. shows the generalized model of computer
systems with the adaptive security mechanisms.

The subjects of a computer system (users, active
processes, etc.) can get access to the objects (passive
information resources) only under the control of the
adaptive safety monitor, that performs filtration of
the data flow, and transfers the data flow of the legal
subjects only. This monitor uses the access rules
database to define if certain subject has rights to get
access to certain object, and generates the audit
records, which contain the data on all the subjects'
actions in the computer system.
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Fig. 1. Model of computer systems with the adaptive security mechanisms

The adaptive safety monitor may change some
access rules in the database in the on-line mode due
to the current parameters of the computer system
safety, for example, basing on the analysis of the
audit records of the subjects' actions.

So, the adaptive security systems support adjust-
ting and control features for the software-hardware
security means, perform their periodical auditing and
overall safety policy evaluation after any system re-
configuration, updating or ISO standards changing.

3. METHODS FOR THE ADAPTATION OF
SECURITY MECHANISMS IN COMPUTER
SYSTEMS AND NETWORKS

The design of the adaptive security mechanisms
is a complex process. We suggest perform this
design by following the stages shown in Fig. 2. The
main active persons in this process are: information
owners, information systems owners and agents of
competitive organizations.

The information owners are the persons, who
have some data that need to be protected from the
unauthorized access. The information systems ow-
ners are the persons who give their computer sys-
tems to manipulate the data of the information ow-
ners. In particular cases, the information owners and
the information systems owners may be the same
persons. The agents of competitive organizations are
the persons who try to get the unauthorized access to
the protected data of the information owners.

The stages of the adaptive security mechanisms'
design are as follows. First, the information owners
generate the requirements to the information systems
owners, which intend to minimize the risks of
possible losses of the information. Then the
information systems owners generate a decision on
the information audit technology and a decision on
the new security mechanisms finance support. On
the next step, the information systems owners realize
the counteractions to the possible attacks and threats,

based on the analysis of computer system
vulnerabilities due to the threats and modifications
and on the analysis of information losses risks due to
the threats and modifications. At this stage, the
system generates the decisions on the security sys-
tem modifications, on the safety policy audit, and is
performing the new leakage ways analysis. These
results are the basis for decision on the security
mechanisms adaptation to the required parameters of
computer system safety (e.g. security level). The
agents of competitive organizations perform their
own analysis of the security systems parameters and
try to realize the unauthorized access to the protect-
ted information. All their actions are under monitor-
ring, are stored in the audit records, and are one of
the sources for new threats and leakage ways analy-
sis. And finally, the realization of all the above men-
tioned stages allows to design the adaptive security
system that will react in on-line mode to possible at-
tacks on the computer system, taking into conside-
ration the dynamics of changing information value.

4. THE PARAMETERS EVALUATION
OF THE ADAPTIVE SECURITY SYSTEMS

After the design of adaptive security mechanisms
for computer systems is complete, we have to
research the main parameters of the designed
mechanisms. The most typical parameters during
quality research of the adaptive secured systems are
uncertain factors with unknown distribution.

The methodical evaluation of the uncertain or
fuzzy factors is based on the special criteria for
decisions on security mechanisms modification. The
criteria of Walde, Savige, Gurwitz and Laplace are
widely used in the decisions support theory. [7,8]

According to the Walde criterion, the optimal is
the strategy which ensures a result that is not worst
than "the lower price of game with a nature". The
decision, accepted in this way, is free from risk.

To obtain the conciliatory solution between a
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pessimistic evaluation by the Walde criterion (W)
and an optimistic maximax evaluation by Savige (),
it is suggested to use Gurwitz criterion (G):

G=u*wW+({-u*S (1)
where: p, parameter of pessimism-optimism, is
determined by the experts, performing the analysis
of security systems parameters.
The parameter p (0 < p < 1) is defined on the
analysis of weighted vector, that contains the para-

meters of the security mechanisms (such as security
level, performance, probability of the unauthorized
access, price, etc). If expert believes, that the se-
curity mechanisms are effective enough, then the p
parameter will be less than 0.5 (may tend to 0), and,
otherwise, pu will be more than 0.5 (may tend to 1).
So, we can accept the strategy for security
mechanisms modification with the maximal Gurwitz
criterion value, that is the compromised decision.
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Information systems owners <
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Fig. 2. Stages of the design of adaptive security mechanisms for computer systems and networks
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5. EVALUATION OF THE
INFORMATION LOSSES RISKS

One of the important parameters of the adaptive
security system is the level of risk for safety threats
to the information. The optimal are those security
methods and mechanisms that ensure the minimal
risk for the threats realization in each certain
situation.[9,10]

In the most cases, we protect the information
from unauthorized access. In turn, the information
value, i.e. the real cost or amount of the losses in
case of its destruction or breach of confidentiality,
changes according to the information type.

According to the above mentioned parameters,
we suggest the information classification depending
on its value dynamically changing over time: [11]

1. the information value is constant in time (the
information is actual for a long time period, e.g. is
stored in a database system);

2. the information value is constantly increasing
(the information is accumulating in databases);

3. the information value is constantly decreasing
(the information becomes less interesting over time);

4. the information value has top-extremum (the
information is related to external events, which may
change its status, for example — patent information,
information about election campaign, etc);

5. the information value has low-extremum
(theoretically possible situation).

A

100%

The information value (V) means the “material
profit” for users, that they can get upon the best
usage of the secured information or correspondent
losses, which users would have due to the
information  distortion or  destruction. The
information value V is calculated as:

V=3 w*p, @
i=1

where p; — possibility of the unauthorized access
in situation i, w; - possible material loss due to this
unauthorized access realization.

On Fig.3-5 are shown the biases, illustrating how
may change the value of the economical and tax
information. These biases are based on the real data.

Fig 3. shows the changing value of the secured
economical and tax information during some
research period. This tax information is the data on
the persons tax payments. As it shown on Fig.3 there
is one tax deadline (for example, in Ukraine on 1
April) per year.

The departments of the State Tax Administration
have to collect the maximal volume of the tax data
before 1 April and to calculate the payments/ repay-
ments to the state budget, that certain person have to
do. After this deadline passes, most (90-95%) tax
payments are already transferred, so this information
is transformed into archive data. This situation is
repeated annually.
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Fig.3. The example of the economical and tax information value changing (in compare to its maximal rate

Fig.4 shows the risk of the same information
being distorted or destructed during the researched
period. The risk of information distortion or
destruction can be very high (near to 100%) in some
periods, so we have take it into consideration when

designing the security means for computer systems.
Fig.5 shows the dependence between the secured
information value and safety administrating charges
to support it in the secured state. It is obvious that
these administrative charges are increasing along
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with an increase in information value, but they -
should be increased in advance, to allow the launch

of preventive actions on the information security
insurance.

We suggest the following approach to the
estimation of computer networks reliability and -
security level, based on analysis of the safety threats
risks and of the changing information value, that is
realized in 4 steps:

P,

find the risks factors and estimate their weights
for the dynamics of information value;

design the general model of computer network,
including risks factors influences;

rate the vulnerable nodes in computer network by
their risk level;

estimate the overall security and reliability level
required for the network.
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6. THE MAIN REQUIREMENTS TO THE
ADAPTIVE SECURITY SYSTEMS

Based on the above described principles, we
formulate the main requirements and specifications
for the adaptive security systems. (Fig. 6)

First of all, it is necessary to evaluate the system
safety parameters, such as security level,
performance, information value, reliability, etc. The

Hardware

resources

I

main goal of this stage is to define the varying
parameters.

The next step is to re-evaluate the system safety
goals. This re-evaluation realizes with the safety
monitoring mechanisms, which perform the network
attacks detection and, in the result, reveal possible
threats and information leakage ways in the
computer systems.
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Fig. 6. The main requirements and specifications to the adaptive security systems
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The important requirement to the monitoring
mechanisms is that they must correctly detect the all
poorly secured units in the computer systems. Also
on this stage is analyzed the adequacy of
administrative safety policy to the required safety
level for computer system.

The requirements to security mechanisms are ge-
nerating on the base of this re-evaluation and on the
data from the special catalogue, containing the be-
fore generated requirements to computer system sa-
fety.

The next step is the creation of the security
system overall specification, using the functional
requirements (the list of functions, that security
mechanisms should perform), the requirements for
reliability (define the value of security mechanisms
reliability and availability), the requirements for
hardware (performance, price, etc.) And the last step
is the creation of the updated catalogue with
certificates for the adaptive security systems, which
will be used for the future standards and RFC on the
security mechanisms for computer systems and
networks.

7. CONCLUSION

Today there are no uniform approaches to the
development of information security mechanisms for
computer systems and networks. This is caused by
the fact that the design decisions should be based not
only on the requirements to computer safety, but
also on the interdependence between the information
processing means and the information security
mechanisms, on the functional requirements to the
system and on the requirements to compatibility. In
this paper we suggest an integrated approach to
security mechanisms design. The integrated security
mechanisms ensure proper access control to system
information resources, effectively unify the all
interactions in the security system, and also adapt
the security mechanisms to the certain parameters of
computer networks, that is important in practice.
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