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Abstract: This paper presents the results of differential cryptanalysis of the
lightweight block cipher Cypress-256. The method for searching multi-round
differential characteristic of the block cipher Cypress-256 is proposed. The
searching assumes 1) building a big set of one-round differential characteristics
and search for possible combinations of one-round characteristics into multi-
round ones; 2)extending one-round differential characteristics with the
probability up to certain threshold into multi-round characteristics. The
following experiments show that the most probable one-round differential
characteristics have input differences with 4-6 active bits which are distributed
between different words. Besides that, high-probable one-round differential
characteristics, which output differences have a small Hamming weight, cannot
be extended to build high-probable multi-round differential characteristics. Due
to application of the method assuming extension of one-round differential
characteristics into multi-round ones, the differential characteristic up to 6
rounds was built, so 10-round block cipher Cypress-256 is resistant to

differential cryptanalysis according to the requirements of practical criterion.
Copyright © Research Institute for Intelligent Computer Systems, 2020.

1. INTRODUCTION

Symmetric primitives include block [1, 2] and
stream ciphers [3, 4], hash-functions, etc. Over the
past years there is an increased interest in
researching and designing lightweight symmetric
algorithms that is explained by rapid development of
such technologies as Internet of Things, smart-cards,
etc., i.e., those that have a limited power
consumption [5, 6]. Besides that, National Institute
of Standards and Technology announced a
competition for the development of lightweight
algorithms for use in simple electronic devices [7].

Recently, the post quantum lightweight block
cipher Cypress was developed in Ukraine [8].
Cypress provides both fast encryption speed and
high level of cryptographic strength by operating
256- and 512-bit blocks and keys.

Cypress is based on Feistel network with ARX
round function. ARX-transformation becomes very
popular while developing lightweight cryptographic
primitives due to the simplicity of its operations

All rights reserved.

(addition, rotation and XOR). Block ciphers like
SPECK [9], TEA [10], LEA [11], etc. are based on
ARX-transformation.

The problem faced by developers of ARX-
ciphers is the difficulty of evaluation of cipher
strength to differential and linear cryptanalysis
because of the absence of the universal evaluation
model for such ciphers. If SPN ciphers are usually
based on S-box with strong cryptographic properties
[12, 13], ARX-ciphers are usually designed more
heuristically.

The previous papers devoted to Cypress analysis
include the evaluation of cipher performance and
avalanche properties [8] along with methods of
searching for high-probable one-round differential
characteristics of Cypress-256 [14].

In this paper we present methods for searching of
multi-round differential characteristics of Cypress-
256 based on several assumptions. Our research
shows that the block cipher Cypress-256 is resistant
to differential cryptanalysis.
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2. THE BLOCK CIPHER CYPRESS-256

The lightweight block cipher Cypress-256
operates on 256-bit blocks using a 256-bit key. The
round function operations are performed on 32-bit
words. The number of rounds is 10.

A schematic representation of the round function
is shown in Fig. 1 [8]. The round function is the
ARX-transformation that contains eight additions
modulo 2%, eight additions modulo 2 and eight
rotations.

P (1 bits)

1 round

C (1 bits)

Figure 1 — Round function of Cypress-256

3. METHODS FOR ESTIMATING ARX-
CIPHERS’ STRENGTH TO
DIFFERENTIAL CRYPTANALYSIS

Modulo addition in ARX-ciphers serves as the
nonlinear operation, when round keys are usually
entered using the XOR operation. Therefore, the
cipher differential probability is determined by the
probabilities of differences’ propagation (calculated
using the XOR operation) through modulo
addition [15]. The module size is quite large
compared with the size of S-boxes (typically 2%%-
2%4), which, in terms of computational complexity,

makes it impossible to construct a complete
difference distribution table. Determining the
minimum number of active branches is also a
complicated task, since the alternation of simple
(nonlinear and linear) operations, which is not based
on a strong mathematical background, is difficult in
terms of the analysis of its cryptographic properties.

A round of an ARX-cipher can contain several
alternating linear and non-linear operations, while
key-whitening is applied only at the beginning of
each round. According to the classical theory [16],
such a cipher is not a Markov cipher, because inputs
to non-linear operations starting from the second one
are not randomized by the key. Nevertheless, in the
modern papers devoted to the differential
cryptanalysis of ARX-ciphers the assumption that a
cipher is a Markov cipher is made, and the
probability of one-round differential characteristic is
calculated as a product of probabilities of
differences’ propagation through the non-linear
operations [15]. Such an assumption will not have a
significant effect on the evaluation result, but greatly
simplify the evaluation process (even so the single
examples when a cipher behaves as a non-Markov
cipher are presented in literature [17]). In any case,
currently, it is unknown how to calculate the
differential probability in case of the assumption that
a cipher is not a Markov cipher. The results
presented in this paper are also based on the
assumption that the block cipher Cypress-256 is a
Markov cipher.

An approach to design of ARX-ciphers which are
provably secure against differential (linear)
cryptanalysis was presented in [18]. When a wide
trail strategy is applied to block ciphers based on S-
boxes, a so-called long trail strategy is proposed for
ARX-ciphers. A new strategy proposes to use S-
boxes along with simple linear operations [18]. The
application of the proposed approach to SPARX
cipher allowed obtaining the estimation of the upper
bound for SPARX differential probability.

Concerning estimation of existing ARX-ciphers,
nowadays, there is no universal method for
estimation of the upper bound of differential
characteristic probability for ARX-ciphers. The
existing estimation methods are usually based on the
results of application of heuristic algorithms of

searching for the best differential
characteristics [15, 17]. The most known such
methods are:

— the modified Matsui algorithm  with

application of partial difference distribution
tables [15], the most developed among the existing
methods;

— the method based on a search for probabilistic
neutral bits [19] (currently it is applied to the stream
ciphers Salsa and ChaCha);

274



Mariia Rodinko, Roman Oliynykov, Khalicha Yubuzova / International Journal of Computing, 19(2) 2020, 273-281

— the method based on SAT solvers [17], which
was also applied to Salsa.

The method based on application of partial
difference distribution tables is the most used [15].

A difference distribution table (DDT) for the
addition of n-bit words modulo 2" contains the
probabilities of transition of two input differences
into the output difference after propagating through
the non-linear operation.

Definition 1 [15, 20]. Let a, £ and y be fixed n-
bit XOR differences. The XOR differential
probability of addition modulo 2" is the probability
with which o and g propagate to y through the
addition operation, computed over all pairs of n-bit

inputs (X, y):
xdp” (ar, B> y)=272"-#{(xy):
(x®a)+(y®p))@(x+y)f=7.

Calculation of probability by looking over all
input pairs even for one transition is a
computationally hard task. An effective algorithm

for xdp” calculation is proposed in [21].

Even by application the effective algorithm
because of the large size of module n the full DDT
cannot be calculated in practice within a reasonable
time. That’s why in [15] authors propose to build a
so-called partial DDT that contains differentials

(o, f— ) with the probability which is equal to
or exceeds the given threshold Py, [15]:

)

(O{,ﬂ,y)ED@(a,ﬂ—)]/)Zpthres- (2)

Then it is proposed to build such a partial table
for the whole round function and, using the modified
Matsui  algorithm,  search  for  differential
characteristics. This method was successfully
applied to block cipher based on Feistel network
with ARX-like round function: SPECK, TEA, etc.
The method described above is more suited to
ciphers with a fairly simple round function, which
does not assume the division of the input value into
words (for example, for most well-known
lightweight cryptography algorithms [22-33]). This
is explained by the fact that when themodulo
addition and rotation operations are applied to the
whole input value, constructing partial DDT for such
a round function is simple enough.

4. BASIC ASSUMPTIONS CONCERNING
THE DIFFERENTIAL CRYPTANALYSIS
OF CYPRESS-256

Define the difference between a pair of texts by
XOR operation () and denote the addition modulo

22 as M. Let us
assumptions.
Assumption 1. Cypress block cipher is a Markov
cipher, so:
1) The probability of one-round differential

characteristic averaged over keys EDP®(Q) is

equal to the product of probabilities of differences’
transformations while propagating through eight
modulo additions:

introduce the following

EDPY (Q)= ﬁxdp+ (.8, —>7r) @

where (e, f,) — the differences at the input of i-th

adder, y; — the difference at the output of i-th adder.

2) The probability of r-round differential
characteristic averaged over keys is defined by the
product of probabilities of one-round differential
characteristics [16].

Let (€,,9Q,,...,Q,) be a set of one-round

differential characteristics such that

Q =(a,8),2%=(B.5) 2 =(B1 )
and Q=(a,f,...0 ). Then
EDP"(Q) can be approximated as:

the probability

EDP® () = [1EDPD (). (4)
i=1

Assumption 1 arises from generally accepted
assumptions which are made to simplify obtaining
evaluations for ARX-ciphers [15,17].

Assumption 2. While calculating the output
difference y, which is the result of transformation

of the input differences @ and £ after propagation

through the modulo addition operation, the output
difference with the maximum probability is chosen:

y= HB(a,p),xdp"(a,f>y)=maxI, (5)

where I'— the set of all possible output differences

for (o, B).

In many cases, for a pair of input differences
(o, B) there are exist several output differences

with the maximum probability. If there are not so
many such differences (=5-10), then differential
trails for all possible variants are calculated. If
max I" is small enough, the number of output
differences with the maximum probability can be too
large (thousands and tens of thousands). Then a
random sampling is made from the set of differences
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which have the maximum probability, and
differential trails are built only for chosen
differences.

Assumption 3. In Cypress-256 the input

differences of one-round differential characteristics
with high probability have a small Hamming weight,
i.e., =3-7 active bits (which are in different words).
Such an assumption is explained by the fact that
input differences of the most probable transitions in
DDT for modulo addition have a small number of
active bits. Let us justify Assumption 3 in details.
Definition 2. The number of active bits b in the
difference («, ) which enters the adder's input, is

the number of “1” which is contained in o @ p.
Consider a partial DDT for addition modulo 232
that contains transitions with the probability

xdp* (a, 8 — y)=1/2. For the transitions with the

probability xdp* (e, — y)=1 (there are only

four such transitions in DDT) the number of active
bits in the output difference is equal to b <1. Note
that it is true for any n.

For  ftransitions  with  the  probability
xdp* (a, B — y)=1/2(for n=32 there are only

744 such transitions) the number of active bits is
limited by two, b <2.

In [20] it is presented the expression that
describes the connection between bit positions of the
input and output differences. The upper bound of

differential ~ probability for modulo addition
operation is defined as [20]:
Prla, p—y]<27, (6)

where k =#{i:—(a[i]=p[i]=7[i]),0<i<n-2},
i.e., the number of bit positions excluding the most

significant bit where the bits in differences «, S,y

are not equal.

Thereby, the minimization of the number of
active bits in difference at the inputs of modulo
adders increases the total probability of differential
characteristic. In Cypress-256 the first three words
of differences which are served at the input of the
round function get on the entrance of modulo
addition operation right away, and the fourth word —
after application of XOR and rotation, so the
assumption about a small number of active bits at
the input of the round function is rationale.

Taking into account the influence of linear
operations on the process of active bits distribution,
it is assumed that 1-2 active bits at the input of the
round function will spread well between different
words at the output. The experiments have shown
that 1 active bit at the input of the round function

transfers into at least 7 active bits at the output (see
Table 1). However, several active bits in different
words can be destroyed by applying linear
operations. So, approximately 3-7 active bits at the
input of the round function which are distributed
between different words allow obtaining a
differential characteristic with high probability
because they provide the optimal distribution of
active bits to maximize the probabilities of
transformations at modulo adders.

Table 1. The results of distribution of active bits for
the round function of Cypress-256 block cipher

128-bit input Number of active bits at the
difference output of the round function
(1 denotes the word Lower
which contains bound Upper bound
active bits)
1000 14 14
0100 19 19
0010 7 7
0001 10 10
1100 5 33
0110 12 26
0011 3 17
0101 9 29
1010 7 21
1001 4 24
1110 2 40
1101 5 43
1011 3 21
0111 2 36

5. SEARCHING FOR HIGH-PROBABLE
MULTI-ROUND DIFFERENTIAL
CHARACTERISTICS OF CYPRESS-256

In Cypres-256 a 128-bit input of the round
function is divided to 32-bit words that pass through
many additions, so partial DDT should contain
differential with a low enough probability. Besides
that the number of differential trains increases with
each round. It seems it is more efficient not to build
partial DDT, but calculate probabilities on-the-fly
using the algorithm proposed in [21].

Several methods of searching for the most
probable one-round differential characteristics of
Cypress-256 are presented in [14]. The optimized
method allowed obtaining one-round differential
characteristic with probability Y4. Now we present
the methods of searching for multi-round differential
characteristics of Cypress-256 and the results of
their applications.

The goal of search for differential characteristics
is to find high-probable differential trails and prove
that the probability of the best found (r-1)-round

differential characteristic is EDP"™(Q) < 2",
where k is the key length. For Cypress-256 it is
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proposed to build a sufficiently big set of one-round
differential characteristics and search for possible
combinations of one-round characteristics into
multi-round ones. The method consists of the
following steps.

1) Building the set of input differences = which
will be used for building one-round characteristics
according to Assumption 3. Include to the set = all

Differential characteristics built for input
differences with a Hamming weight of 4-6 bits have
the high probability. Some of the obtained high-
probable one-round differential characteristics are
presented in Table 3.

Table 3. The most probable one-round differential
characteristics of Cypress-256

possible combinations of 128-bit strings with a . . . EDPY(Q),
Hamming weight of 1-7 bits (128 is the length of the Input - output déffer:ences in 32-bit log, n

half block which is the input of the round function). words, hex

Since we are interested in not only the most probable 7380000000 800000 80008080 —

characteristics, the differences with a Hamming 80000000 4000 80 80 -2
weight of 1-3 bits are also included to the set. 80000 80080000 80000000 80000000 —

2) Building one-round differential characteristics | 800 4040040 80080000 80000 3
for input differences from the set =. Calculating | 0 80000000 1800000 80008080 — 3
output differences obtained after propagating the | 80000000 4000 80 80
modulo addition operation according to Assumption | 180000 80080000 80000000 80000000 — 4
2. Calculating the probability EDP®(Q) of one- 2880%028838 gggggggg 28280_ -
round differential characteristic according to item 1 80000800 4044040 80080080 80080 i
of Assumption 1. Note that for one input difference, | 80000000 0 80000000 80008000 — 6
usually, there are several differential characteristics. 88000000 40404404 808088 800088

3) Taking into account that the key length is 256 | 80000000 80000000 80800000 80 — 6
bits and the number of encryption rounds is 10, from | 8000000 40400404 808008 800008
all calculated differential characteristics include to 204384800404000232080080000% 0000800 7
the su()at Y those that have the probability 3000 8000 8080 800000 —

EDPye () 2 272910 > 272, 800 4044040 80080080 80080 7

4) If for input differences with some Hamming | 80000000 80000800 800 800 — 7
weight the calculation of all differential 20800038 ;000004600038880080000800 80000000
characteristics requires significant cor(rlputatlonal 80 400000 8000 8000 -7
resources, then decrease the value EDP,, . (€2) for [ 08000008000 80800080 — 7
differential characteristics built for input differences | 800000 40 80000000 80000000
with this Hamming weight. 80000000 80000000 81800000 80 — 7

5) Searching for combinations of one-round 301000002013(1)328304 808008 800008
differential gharacterlstlcs from the set ¥ into two- 100 800000 10000 10000 -8
round (multi-round) ones. 0200 2 2020200 —

Using available computational resources, the set | 5001000000 20000 20000 -8
VY that contains high-probable one-round [ 80088080800 —
differential characteristics was built. The results of | 800 4000000 80000 80000 8
constructing the set are presented in Table 2. 01000 10 10101000 — 8

Table 2. The parameters of_ the set of high?probable é08000030800028201800000009 100000
one-round differential characteristics 8000 40000000 800000 800000 -8
Input 180 80 80000080 8000 — -8
difference 1 2 3 4 5 6 8 40040440 80800800 80000800
He_mmlng 100 80 80000000 808080 — -8
weight 80 400000 8000 8000
EDP..(Q), 8000 8000 8180 800000 — 3
26 | -26 | -26 | -26 | -18 | -10 800 4044040 80080080 80080
log, n 0 40 c0000000 404040 — .
vEDPY (O 40 200000 4000 4000
€)1 0 o6l 44l 2| 6| 2 | -3 | |08000001800080800080 - A
log, n 800000 40 80000000 80000000
0 40000000 80400000 40004040 — -8
40000000 2000 40 40

Despite some characteristics have the input

difference which matches the output difference of
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other differential characteristics, no combinations of
one-round characteristics in two-round ones were
found.

The next step in searching for multi-round
characteristics  includes extending  one-round
differential characteristics from the set ¥ to several
rounds. Note that Feistel network architecture
feature allows selecting the input difference so as to
“skip” one encryption round, i.e., creating such a
situation when at the certain round the value
AX =0, which transformation probability is 1, is

served as the input to the round function.

In order to maximize the probability of
differential characteristic for the first three
encryption rounds, it is proposed to submit AX as a
left half of the input difference and AY = F(AX)—

as a right half. Because of this, the probability of
differential characteristics for the first and the third
rounds will be equal, and for the second round — will
be equal to 1. The trail of propagating the input
difference through 4 encryption rounds is presented
in Fig. 2.

AX AY

AY
®)

Y
-n

\4
-n

AX AY

\4
n

AY - °

Y

Figure 2 — Path of the input difference propagation
for four encryption rounds

So, the search for the most probable multi-round
differential characteristics of Cypress-256 consists
of the following steps.

1) Define 256-bit input difference as such that
consists of two 128-bit halves AX and AY.

2) Construct the set Z of 256-bit input
differences for searching the multi-round differential
characteristics in the following way. Define the

input difference ¢, form the set Z as
¢ =(AX;AY,), where AX; and AY, — input and
output differences of i-th differential characteristic
from the set ¥ correspondingly.

3) For each input difference ¢; from the set Z
build differential characteristics for j rounds
provided that EDPY(Q)>22° Build the

differential characteristic for each round according
to the items (2)-(4) from the method presented
above.

During the search, the random
mechanism was applied in two cases:

- while calculating output differences for
modulo addition operation;

- while choosing the output of the round
function between encryption rounds.

Due to the application of random sampling,

EDPY(Q) is an approximated value (calculation

of all existing differential trails is a computationally
hard task even for one input difference).

Using the described approach, one of the most
probable differential characteristics with the
following parameters was found:

sampling

1 round: Q(a,b)= (00000000 80008000 00800080

00800080 80008000 40004000 00800080 00800080,
00000000 80008000 00800080 00800080 00000000
00000000 00000000 00000000),

log, EDP®(Q) = -10, log, EDP®(Q) = -10;

2 round: €(a,b) = (00000000 00000000 00000000

00000000 00000000 80008000 00800080 00800080,
00000000 00000000 00000000 00000000 00000000
80008000 00800080 00800080),

log, EDP®(Q) =0, log, EDP® (Q) = -10;

3round: (a,b)= (00000000 80008000 00800080

00800080 00000000 00000000 00000000 00000000,
00000000 80008000 00800080 00800080 80008000
40004000 00800080 00800080),

log, EDP®(Q) = -10, log, EDP® (Q) = —-20;

4 round: Q(a,b)= (80008000 40004000 00800080

00800080 00000000 80008000 00800080 00800080,
80008000 40004000 00800080 00800080 c0204020
90009000 00200020 00800080),

log, EDP®(Q) =27, log, EDP“(Q) = -47;

5 round: = (c0204020 90009000 00a000a0
00800080 80008000 40004000 00800080 00800080,
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c0204020 90009000 00a000a0 00800080 5208d204
40444044 08820882 0a800a80),

log, EDP®(Q) = -74, log, EDP® (Q) = —121;

6 round: = (5208d204 40444044 08820882
0a800a80 c0204020 90009000 00a000a0 00800080,
5208d204 40444044 08820882 0a800a80 266e7071
a74313f2 0088e7e0 10fa6fd2),

log, EDP®(Q) = -102, log, EDP® (Q) = -223.

So, the most probable differential characteristic

found for 6 rounds has the probability
MEDP® Q) =~ 2725,

Due to using the random sampling,
MEDP®(Q) can a bit vary in different

experiments, but it does not sufficiently influence on
the result because

MEDP() (Q) << 27298 7 < (r -1). (7)

6. CONCLUSION

The block cipher Cypress-256 is resistant to
differential  cryptanalysis according to the
requirements of practical criterion. One of the most
probable differential characteristics was found for 6
rounds of Cypress-256 and has the probability
MEDP® (Q) = 2%,

The experiments show that one-round
differential  characteristics, which  output
differences have a small Hamming weight (and,
respectively, a high probability), cannot be
extended to build a high-probable multi-round
differential characteristic.

Research results can be useful for analyzing
and evaluating the effectiveness of lightweight
encryption algorithms, as well as in other
practically important applications [34-41].
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